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Abstract

In order to validate the Embedded Systems and Power Grids studies at Ecole Centrale de
Nantes, | did an internship inside the Automotive Microcontroller Post-Silicon Validation
department of Infineon Technologies starting in May 2021 and lasting until October 2021.

The development of a microcontroller is a complex task that requires many people involved
working on different modules and phases of the process. Simulators are getting closer to
reality and are also primarily used by Infineon to check such a device. However, there are
still features that can only be validated using the actual silicon component. In addition, the
automotive industry uses such devices to perform the most critical functionalities inside a
vehicle, such as airbags, bumpers, and brake systems, requiring a rigorous safety protocol
to confirm that the system is robust assertive.

The mission of this internship is to compose the Validation team for the most critical event
at the MC VAL team: the release of the new family of Infineon's microcontrollers AURIX 3™
generation. | worked on the Power Management System group, mainly coding the
automation algorithm for the test sequences. Other tasks were performed as well, all of
them related to the validation process.

Initially, the company will be presented and the department, division, and laboratory
(chapter 1). After that, in chapter 2, there is an introduction about Infineon's
Microcontroller, emphasizing the module PMS (Power Management System). The usual
tasks, equipment used, and the theory behind it will be shown in chapter 3, followed by the
administrative management of the validation preparation process in chapter 4. Chapter 5
report the work-related information, as training, first tasks, and meeting routine. Chapter 6
describes the work related to soldering, and Chapter 7 outlines a side project with Peltier
modules.
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MC = MCU = Microcontroller Unit
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PORST = Power On Reset
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PCB = Printed Circuit Boards
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OV = Over Voltage
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SMD = Surface Mount Devices

DVS = Device Validation Specification
PTE = Product Test Engineer

IP = Intellectual Property
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1 The company

Infineon Technologies AG was founded in 2000, originated from the Siemens semiconductor
division. In the same year, the facility and the production area were purchased from CVEM

in Hungary.

Nowadays, Infineon is a globally leading semiconductor company, counting approximately
52280 employees. The primary actuation sectors are automotive, power management and
drives systems, sensor systems, connected, secure systems, wireless combos, and

differentiated memories.

Following the acquisition of the US company Cypress

Semiconductor Corporation in April 2020, Infineon is now a global top 10 semiconductor

company.

Automotive
semiconductors
total market in 2020: $35.0bn

Infineon
NXP
Renesas
Tl
STMicro

Source: Based on or includes research from Strategy

Analytics, "Automotive Semiconductor Vendor
Market Shares", April 2021

Security ICs
total market in 2019: $2.8bn

Infineon

NXP
Samsung 17.8%
STMicro 12.7%
CEC Huada

Based on or includes research from ABI
Research, "Smart Card and Embedded
Security”, October 2020

Source:

1 .59%)acronix International

Power discretes
and modules
total market in 2019: $21.0bn

.U

ON Semi 8.4%
STMicro 5.8%
Mitsubishi 5.5%
Toshiba 4.5%
Source: Based on or includes research from Omdia,

"Power Semiconductor Market Share Database
—2020", September 2020

NOR Flash
total market in 2020: $2.4bn

I
GigaDevice

Semgiconductor - 18.1%

I %

Micron Technology - 5.6%

Winbond Electronics

Infineon

Based on or includes research from Omdia,
“Annual 2001-2020 Semiconductor

Market Share Competitive Landscaping Tool -
Q4 2020", March 2021

Source:

Microcontroller
suppliers
total market in 2020: $17.3bn

Renesas
NXP
Infineon
STMicro

Microchip

Based on or includes research from Omdia,
“Annual 2001-2020 Semiconductor

Market Share Competitive Landscaping Tool —
Q4 2020, March 2021

Source:

Wi-Fi standalone ICs
total market in 2019: 987m units

Media Tek

NXP
Qualcomm
Broadcom

Infineon

Infineon is focusing on wearables and loT but not addressing

routers, PCs, notebooks, tablets.

Source: Based on or includes research from ABI
Research, “Wireless Connectivity
Technology Segmentation and Addressable
Markets — Q3 2020 Update”, July 2020

Figure 1 - Infineon's market part on different sectors
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Infineon Technologies Austria AG is a group subsidiary of Infineon Technologies AG. Infineon
addresses the central global challenges of energy efficiency, mobility, and security with its

semiconductor and system solutions. With 4,517 employees from around 70 countries,
including 1,960 in research and development, in the financial year 2020, the company
achieved a turnover of € 3.1 billion. An R&D expense rate of €498 million makes Infineon

Austria one of Austria's most substantial industrial research companies.

SRRELRE s

Figure 2 - Infineon Austria

Infineon organizes its operations in four segments: Automotive, Industrial Power Control,

Power & Sensor Systems and Connected Secure Systems.

1.1 Automotive division

automated driving, connectivity, and advanced security. Infineon products link the real and
the digital world, driving the ever-advancing pace of automotive digitalization. The products

Semiconductors are essential for supporting the automotive megatrends: electro-mobility,
have different complexities, from a simple sensor to an Automotive Microcontroller, the

AURIX family.
1.2 ATV MC VAL Team and Lab
The AURIX microcontroller is the most complex product conceived by Infineon. Automotive
applications have high standards when it comes to performance and reliability, the reason
why the Validation team counts with more than 100 people working on testing every single
functionality before the release of the microchips. The group | work with is called IFAT DCV

ATV MC PD IP CPS VAL, with 20 engineers/students divided into three sectors: Power

Management System, Converters, Application Pattern.
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1.2.1 Calibration

According to the 1S026262, no measurement can be performed with uncalibrated devices.
Infineon has calibration stickers, which indicate the internal serial number and the validity.
The lab secretary is responsible for taking the devices to the calibration division inside the
company one month before the device calibration validity.

KEIT

A Tl

3446721
FAT 235511

5

PASS
Calibration Service Villach

Figure 3 - Calibration Sticker on Multimeter

1.2.2 Electrostatic Discharge

Static Electricity means that it is a motionless electricity instead of flowing. Two surfaces
that went through an electron separation process can interact to balance their amount of
charge, using the air as a conduction medium, a phenomenon known as electrostatic
discharge.

Working with microcontrollers requires extra care about Electrostatic discharge. Most of
the ESDs go unnoticed by people and can destroy vital samples and ruin long-term tests. To
avoid it, ESD equipment is available to all lab employees and should always be used inside
the lab.

Some of the equipment are listed below:
1. ESD Shoes / ESD Stripes:

To enter the lab is necessary to have EPS shoes or ESD stripes and perform an electrostatic
discharge test. The entrance is confirmed via an Infineon employee's badge that is required
to unlock the door.
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Figure 4 - ESD Shoes

Figure 5 - Lab Entry - ESD Shoes test

1. EPA test bench / Chairs / Cupboards / boxes for Microcontrollers:
The EPA chairs need to be checked periodically to assure the ESD protection capability.

The DUT is stored after its use, and it is mandatory to put them inside an EPA box to keep
the chips safe from electrostatic discharges.

Figure 6 - EPA box for Microcontroller

10
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2 Microcontroller

A microcontroller unit (MCU) contains a CPU, memory, and input/output peripherals on a
single integrated circuit (IC) chip and works as a small standalone computer. This allows for
a reduction in power consumption, more compact designs, and cost savings. Additionally,
microcontrollers can provide functional safety and security for embedded systems.

Increasingly, it is becoming critical that microcontrollers are equipped with advanced
security features to avoid security compromises and prevent malware attacks.

2.1 Infineon’s Microcontrollers

The Infineon microcontroller portfolio offers a comprehensive product range that includes
state-of-the-art 32-bit microcontrollers that offer strong performance and future proven
security solutions, along with traditional 8- and 16-bit microcontrollers. The 32-bit MCU
product portfolio includes:

e XMC™
e TRAVEO™II
e PSoC™

e Auto PSoC™

e FM™

e MOTIX™ Embedded Power based on Arm® Cortex®-M technology
e AURIX™, which uses TriCore™ technology

Infineon's broad portfolio of microcontrollers offers scalable and high-performance
solutions for various applications for automotive, industrial, and consumer markets. The
applications can are divided into the following areas:

e Smart Sensors / Auto General Purpose
e Driver Information & HMI

* Body & Connectivity

® Chassis & Safety

e Power Train & xEV

e ADAS

The microcontrollers are associated with these applications according to Annex 1.

11
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2.2 TC3XX

The AURIX microcontroller TC3xx family, with its up to hexacore high-performance
architecture and advanced features for connectivity, security, and functional safety, is
ideally suited for a wide field of automotive and industrial applications. In addition to engine
management and transmission control, targeted powertrain applications include new
electrical and hybrid drives systems.

The second generation of Infineon's MC is being commercialized and is available in the
validation lab to perform the measurements, tests and help prepare the AURIX 3G
Validation.

2.3 TC4AXX

The third generation of AURIX Microcontrollers is being developed and will be released in
the future. With several new features and functionalities, these devices are one of the most
complex systems Infineon develops, a challenge for all Infineon's ATV departments,
including the validation team.

Figure 7 - Infineon A3G TC4XX

2.4 Power Management System

The Power Management System provides supply voltage selection, internal supply voltage
generation, supply voltage monitoring, power domain and isolation control, and power
management functions for the microcontroller. It supports other microcontroller
infrastructure functions through reset triggers, standby mode transitions, and real-time
clock services.

Several functionalities of the PMS module are related to the external supplies. An extract of
the TC36 Microcontroller datasheet on Annex 2 shows the ramp-up and ramp-down for the
supply mode A. Understanding the supply phases is the first step to understanding the
Power Management System of the AURIX microcontroller.

12
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The supply mode A counts with the internal generation of VDDP3 (3.3V) and VDD (1.25V).
From TO to T2, there is the EVRx start-up phase, which begins by the supply of VEXT at (0),
passing through the latching of the Hardware configuration [6] and crossing the LVD reset
threshold at (1), point where the internally generated voltages start-up is triggered and
started, after some delay (point 2).

When the internal voltages and VEXT are above their threshold values at (3), the PORST
signal gets HIGH, meaning that the MC can start the firmware execution. When this step is
done (4), the user code is executed, the microcontroller is fully operational.

The controllers are robust to supply variation, as we can see on the figure during the ramp
down. VEXT has its value decreased, but the internal voltages keep for some time the same
value. When the regulators are not able to follow the reference voltage anymore, the
voltage starts to drop. If one of the rails goes lower than its under-voltage reset threshold,
the PORST signal gets LOW, and the functionalities of the chip cannot be granted anymore.

There are more supply rails involved in this process, these three being the principal ones.
On the validation tests, all supply modes need to be checked, as well as oscillations on the
rails, controller's gates transitions, the time between phases, different register settings,
lower and higher valuer of the threshold voltage detection alarms.

13
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3 Post Silicon Validation

3.1 Test bench

All the measurements are performed inside the Validation Lab, where each one of the
department members has his test bench. The devices are available inside the lab cupboards,
and the setup will vary depending on the tests assigned to the validation team member.

WLy = -

Figure 8 - Test Bench

The Figure 8 shows my personal instrument setup, used for tests and validation.

The devices have to be scanned and assigned to their current location. An integrated system
is available for all the users to search for equipment and check the device status.

3.2 Equipement

The test bench equipment is what makes possible the whole validation process. The first
challenge of this internship was to get used to the devices, know the functionalities, ways

14
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to connect, manual configuration, and remote commands. Figure 9 shows in detail the

validation equipment.

Figure 9 - Devices used for measurement

In this section, the devices' main functionalities are going to be presented.

3.2.1 Function Generator

Function generators can send specific signals to the sample. To see some behaviors of the
microcontroller, parametrized ramps, pulses on a particular frequency, or even arbitrary

functions need to be simulated and supplied.
For some measurements, the input rails drain more current than these devices can supply.
In that case, a power amplifier needs to be connected in series between the function
generator and the board to supply the current needed. The voltage is generally not a

constraint for our measurements since the higher voltage supplied is around 7V.

Laboratory Power amplifier
LPA400

Figure 11 - Power Amplifier N4L

Figure 10 - Function generator Agilent
In specific test cases, the power supply and a ramp supplied by the function generator
needed to be synchronized. Since the remote control inserts a considerable delay, it could
not be done by code. A trigger function inside the waveform generator was used to solve
15
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this problem, connecting the power supply output also to the trigger pin of this instrument.
The waveform is not periodic. It only depends on the source of the trigger.

3.2.2 Power Supply

Power supplies are mainly used for static measurements (constant voltage supply) or when
the transition between voltages is irrelevant. Most parts of the microcontroller supply rails

keep constant during the test, and due to their simple concept, these devices are also easy
to handle and program.

Figure 12 - Power Supply Keysight

The 4-wires measurement is a functionality available in some of them and is crucial to avoid
losses in the conductors when the current gets higher. The idea is to have feedback of the
voltage being supplied after the voltage drop on the supply cables.

V,; ,
I t
RM
s ~ = &
Q Q Q Q
RS
- IYS *

Figure 13 - Four wires measurement

Usually, the cables used to supply the MC's external rails have less resistance as possible —
high diameter and short, on Figure 13 Rcl and Rc2. Despite that, when the current gets
high, the voltage drop on these small resistances impacts the voltage received by the DUT,

16
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being lower than the indication on the device. To solve this problem, the voltage is
measured directly on the DUT by a voltmeter inside the power supply, which has a high-
value resistance (Rm) and drains a negligible amount of current through the measurement
cables (Rc3 and Rc4), that do not need to have that low of a resistance level.

3.2.3 Multimeter

Multimeters are used for static and precise voltage and current measurements. An example
of its use is to check if the ADC conversions are correct, comparing it with the multimeter
value.

KEITHLEY

Figure 14 - Multimeter Keithley

Since there are several rails on the microcontroller and some of the tests are made for
everyone, it would be impossible to automate a measurement without using more of these
devices. The answer found is to use the multiplexer module, an extension of the standard
multimeter that allows 40 parallel channels that can be set one at a time to get the desired
rail measurement.

3.2.4 Current probes

Since there are several rails on the microcontroller and some of the tests are made for
everyone, it would be impossible to automate a measurement without using more of these
devices. The answer found is to use the multiplexer module, an extension of the standard
multimeter that allows 40 parallel channels that can be set one at a time to get the desired
rail measurement.

3.2.5 Current probes

The amperemeter measures the current of a circuit. It must be put in series with the circuit,
meaning that the circuit is open to insert it, which is not ideal for a fast-flexible
measurement. On the other side, current probes can estimate this physical quantity by the
electromagnetic field generated when a current pass through a conductor.

3.2.6 Oscilloscope

Oscilloscopes are the most expensive measurement equipment inside the lab and consist
of a test device that shows graphically dynamic signals with various measurement features

17
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implemented. The ones used in the lab are embedded PCs with great processing power and
robustness.

Figure 15 - Rhode and Schwarz oscilloscope

3.2.7 Thermostream

To get the microcontroller to its limit temperatures, a device called Thermostream is used,
which needs to be supplied with pressurized air and can supply temperatures higher than
170°C and lower than -50°C.

MEASUREMENT
RUNNING

Figure 16 - Thermostream

18
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Several tests are performed with different temperature conditions since this is an important
parameter for the MC, interfering with the results that need to be inside the specifications
range. The operation of this device can be automated, and usually, the value from the DTS
(Die-Temperature sensor) is given as feedback to control the temperatures.

3.2.8 Device Connections

Almost all the devices used for measurements can be connected to a PC and controlled by
it. This feature is essential for the automation of the test sequences and can be made by
different protocols. Nowadays is used, GPIB, USB, and LAN connection protocols.

3.2.9 Base Board

Base-boards are PCBs made exclusively for testing the microcontrollers. They are built with
easily accessible plugs for supply, measure, and connection with specific instruments,
including a PC.

Figure 17 - Base Board Validation Lab

The hardware configuration selects the operation mode of the microcontroller. To change
it and perform tests with all the modes with the same base-board, the PCB counts with
switches that need to be set before supplying the chip. These switches control the Hardware
configuration. The schematics are shown in Figure 18.

19
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Figure 18 - Hardware Configuration Schematics

The hardware configuration should be set before supplying the MC and can only be changed
after a reset. The designers decided to make this feature with a pull-up resistor: All the pins
are connected to the supply with a high resistance resistor, having by default high logic level.
Closing the switch connects the hardware configuration pin to the ground, and the voltage
drop keeps over the 10k ohms resistor, level logic 0.

3.2.10 Daughter Board

Infineon's Automotive Microcontrollers can be used for several applications inside a vehicle,
and because of that, the peripheral electronic components used for these applications also
vary. Daughter-boards were created to avoid changing the base-board for every circuit
simulation, d. The chips can be solder over this smaller board or placed in a socket and then
embedded into the base-board.

'%
-
Z
=z
2
=
=
E
3
g
%

Figure 19 - Daughter board - Bottom side

20



CENTRALE
NANTES

Some tests require different capacitance, resistance, inductance values, or even different
components. Therefore, the bottom side of these boards is accessible to have its elements
unsoldered and soldered as many times as needed.

3.3 Devices Remote Control

For each device, there is a different syntax on how to send commands and receive data. The
user manual contains all the remote commands specifications often used during the
automation code construction.

3.4 Test Sequences / Automation

the first step to validate the functionalities and datasheet parameters of the microcontroller
is to define a sequence of steps, including all the configurations, supplies, registers to be
read/written, and values to be acquired. This is defined as a test sequence.

In the past, several tests were manually performed. The first generation of Infineon's
automotive MC had much fewer features, supply rails, and registers. The complexity of the
DUTs is increasing over time, which makes the old manual tests impracticable to be
implemented. Therefore, using remote commands, it is possible to translate the test
sequence into a programming code, in this case, to CH.

The programing environment chosen by the company is the Visual Studio, where Infineon
developed a framework called TDEX to standardize the automation process. The user has
access to some instrument classes on this application, whose methods are the instrument's
functions (e.g., readVoltage(multimeter)). The manufacturer's manual has to be consulted
whenever the classes for an instrument are not available, or the functions are too specific.
Each one has a different syntax.

The algorithms always follow the same logic:
¢ Initialization

The connection to the devices is established, and the first configuration of those
instruments can be set.

e Execution

The most used execution mode is with test vectors, which change every time the
execution is performed. It is handy because the same execution is performed for
different configurations, such as sample(different microcontroller), temperature, supply
mode, rails, thresholds, and others.

Before running the program, the user generates a table with the parameters needed for
each iteration. When all the test vectors are executed, post-execution is called.

e Post Execution

At this point, the instruments can be disconnected, outputs off, and a post-processing
function can be called using the measured values.
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3.4.1 Registers Reading/Writing

To read and write registers on the AURIX Microcontrollers, the Universal Access Device is
used, connected to the base-board by JTAG cable. When the PORST signal is High, meaning
the microcontroller is fully operational, it is possible to open a workspace in the UDE
application and connect to the device. The registers can be added to a display page and be
monitored/modified. Whenever the register is changed, it becomes red, as we see on Figure
20.

B UDE 5.2 - CA\Users\WestphalSchw!\Desktophaaa.wsx - Corel - Peripheral Registers 1 - u] 4
File Edit Debug Show Views Tools Cunfig Window  Macre  Help

DB HE @ 8 RE o mE T ® (50 ® 5 |Coredhatedby reset mag.

REFEOEG B @@mmmm@gommlm@ B @R L 15 107 5 [[onciondsabied [ [ % 3 @ L

1 [ " -

= [ Peripheral Registers 1 code <0xA00SFELC-0xAQDADZ1E> - X
R Targatl‘v‘lanagir it field | Vaiue
& Targetd o i ] IES.. | 065
& ContiaTen = mm PMS_EVRMONS.. | Dui 3DADDDA 1} 0x0 (ACT.. | 0x13
@ Cored ADCSWDY DDA ADC. 0xDD
ADCLCY 0:DA
i@ Corel = cm PMS_EVRMONS.. |0x00DBDAE3 |0 | w00 |ADC... |0xDB
B GTM e BV Ry o e
@ O (B PMS_EVRMONC.. | D:DOARAEAS i 0:0 SLCK | 00 [0 Mo lack active]
& - Memory | i | 0x00 (5BUL. | D2 [10.n undei-voltsge svent s tiggered whe
SwWDUWMOD 0s2 [1 0An under-voltage event is tiggered wh.. SBD ] {11 An over- vo\lage event is mggaled when..
SWDUVMUD | Dt 01 A overs vullage event iz lnggered whe... VDD .Ele no An undel -woltage event is triggered whe...
EVHBEUVMDD 02 (1040 under-voltage event is tiggered wh VDD {1 [01] An nver-vollage event is triggered when
EVR330VMOD 01 [01 5 over-voltage event is tagered whe... | PRE... | D2 (10 An under-voltage event is tiggered whe
EYRCUYMOD | 0211 DAn undel vo\tage event is trlggered wh.. F‘}.:\E.. I Dx1 {1 An OvEr- vo\lage event iz mggeled when ..
EVHEUVMUD | Dt 01 A overs vullage event iz lnggered whe... ) [
JatetHanager | coreoo[+ |
Messages B B X Progres (=T
. | Type | Tine | Tazxget | Source | Message A | Task | Progress
@79 Info 16:46:42. . TaD2CommnDesw TriCore2 JTAG/OCDS Debug P
’@EU Info 16:46:42. . Corel FFLASH Ho ABM configuration found
@El Info 16:46:42. . Corel PFLASH Ho HSH configuration found
#8582 Success 16:46:42 Corel PFLASH FLASH programming for dewi
# 83 Success 164642 Corel DF_EEFPROM FLASH programming for dewi
Q 84 Info 16:46:42 Corel DF_EEFPROM DF_EEFROM: Normal sensing
QES Info 16:46:42. . Corel DFl DF1l: Hormal sensing mode d
o 26 Success 16:46:42. . Corel UDEDebugServer Connection to TCIexh targe
< 5 < >
Ready Cored | Ebeam_TC36xA_jtag_singlecore.cfg ‘ Corel halted by reset | Function disabled

Figure 20 - MC registers on UDE application

The UDE application is often used for chip debugging. Since the security and monitoring
features of the AURIX microcontrollers are innumerous, a non-expected behavior can be
easily be checked on a bit on the registers.

The registers can also be accessed by code through UDE by giving the right hexadecimal
addresses and/or input values as parameters.

This application can also update patterns that will require some processing power to be
executed, simulating an actual customer application.

3.4.2 Test sequence Examples

The daily work is based on the preparation of test sequences. On the AURIX TC4XX
validation process, confidentiality is paramount, and the majority of the information can
not be presented in this report. Two test examples are listed below and correspond to actual
validation tasks.
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3.4.2.1 Time to PORST release

The purpose of this test is to run an automatic test sequence to validate the time to the
PORST release after VEXT falling below Vthreshold (2.97V).

Hardware Configuration [01111101] :
e EVR33internal
e EVRCinternal
e HWCF6 in tristate

The supply mode, in this case, is the A, the same as the one explained in Annex 4.
Active pull-up => Switch put to OFF means HIGH tension level.

The circuit in Figure 22 - EVRC Output schematics is the external part of the EVR controller,
which generates internal supplies according to the hardware configuration. The outputs
coming from the chip are the P and N gates, switching the MOSFETSs to allow VEXT or GND
to be connected to VDD, passing by a filter circuit. VDD is used internally to supply the cores
and converted by an ADC to serve as feedback for the regulator.

As we can see in Figure 21, the P and N-Gate MOSFETs work synchronized, and both cannot
allow the passage of current at the same time. Otherwise, there would be a short between
VEXT and ground because only 0-ohm resistors are between these rails. For a P-gate
MOSFET to allow the current passage, the gate should have a high voltage level, and the
opposite is applied for the N-gate. High impedance intervals (highlighted in red) are
necessary to ensure the components will not short the circuit.

2021-11-15
10:24:01

-400 ns ofs 400 ns 800 ns 12ps 16 ps 2ps 24
L L T S S U U B | |

Figure 21 - EVRC P and N-Gate MOSFETs
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For some of the tests in the lab, it is crucial to open the controller loop to avoid interferences
when these rails are externally supplied. Thus, when a new sample daughter-board is tested
and the internal supply mode is chosen, the validation engineer needs to check if the loop
is closed by the jumpers/resistors.

Vext

GND
e |
{ =] {=1
(=1 (=1
o o
A C201 || 10uF 16V
P206 1] |
HDR2X| 2.54 nm. 2L €202 [ 100nF S0V
= il III'GND
Bl €203 | 100nF 50V
s 1
P201
200 @—m———
TP200® HDR2X1 2.54 n.m.
| Q200a Q201
BSL215C nm. | BSZ15DCO2KD .
Vgatel 3 |
2 R213 e fiz Veatel p 3 | 5 g [ P202
T o | 6 -~ —-— HDRIX3 2.54 nm.
® - —t—r 1
Veatel n 2| - 3uH | kais or| 5| 8| L—12
R214 -~ © = f L201 1 2 Sl 3
L | —M Q2008 " M B
matel n 1 . = )
OR W—L': BSL215C n.m. i == sl g
s | [}
i 2
- o =
g =
TP207 [rp208
=
P205 — GND
HDR2X1_2.54 n.m. GND

Figure 22 - EVRC Output schematics

e Junction Temperature points: 150, 30, -40°C read from DTS

The temperature value is given as a 12-bit binary number on the register shown in
Figure 23. The datasheet shows the address and how to make the conversion from
the binary to °C.

DTSSTAT
Die Temperature Sensor Status Register (01Co,) Reset Value: Table 110
31 . 30 . 29 . 28 . 27 . 26 . 25 . 24 . 23 . 22 . 21 . 20 . 19 . 18 . 17 . 16
0
5 14 13 12 n_ 10 9 8§ 1 6 5 4 3 2 1 0
0 RESULT
' ' ' ' ' ' ' h
Field Bits Type |Description
RESULT 11:0 rh Result of the DTS Measurement

This bit field shows the result of the DTS measurement. The value given
is directly related to the die temperature and can be evaluated using the
following formula.

T (°C) =[RESULT / Gnom] - 273.15

T(*K)=[RESULT]/G_nom

RESULT =G_nom * {T (°C) + 273.15} = G_nom * T (°K)

G_nom = 7.505

0 31:12 r Reserved

Read as 0.
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A thermostream is used to provide specified temperature values. The tolerance is about +-
5°C. The setup with this equipment should be as sealed as possible to avoid energy loss.

VEXT supplied from OV to 5V with slew rate = 10kV/s

To supply a specific slew rate, we can use a function generator and a power amplifier
in pulse mode 5 to 0V, slew rate 10kV/s. Some function generators do not have the
slew rate parameter, only the rising and falling time. The calculation is simple:

kv
SR = 10?
_ Amplitude
- RampTime
RampTime = Tor = 500ps

100 measures automated using TDEX
The function generator provides a pulse with a frequency. For each rising edge, one
value is taken until the 100 values are collected.

Vthreshold = 2.97V
This parameter is the VEXT Threshold to the microcontroller reset. The default value
is considered as the point where the MC's functions are not functioning anymore.

The threshold for the low voltage reset can be configured in different levels but will
always be set to its standard reset value when PORST is low, meaning that the

microcontroller was reset.
The following registers need to be changed to modify the threshold VEXT value:

Reset Value: Table 58

HSMUVMON
EVR Primary HSM Under-voltage Monitor Register(0088,,)
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
stk — SWDo| EVRs3| EVRC
[ rIIN ) rw (3" - I‘\IN -
15 14 13 12 11 10 9 8 7 3 5 4 3 2 1 0
EVR33UVVAL EVRCUVVAL
— T
EVRRSTCON
EVR Reset Control Register (o03C,) Reset Value: Table 32
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
o |sLek 2:,“:; ;?.LSF BPRST|RST33|BPRST| RSTC
FF F |330FF| OFF | COFF | OFF
r rw w rw W w w w ! I’\IN !
15 14 13 12 11 10 8 7 6 5 4 3 2 1 0
RST33TRIM RSTCTRIM
o w

Figure 23 - Registers to change EVR trim level
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Configure the oscilloscope to get the time measurement
The oscilloscope used inside the validation lab is precise and has several

functionalities to be explored and used during the measurements.
One of the Rhode&Schwarz scope measurement modes is called Delay to Trigger,

which measures the time between the trigger point and an event.
For this measurement, the VEXT trigger point is set to 2.97V. The event is configured

2021-06-15
02:02

as a falling edge of the PORST signal.

Diagram1: Ch2,Ch4 ikd !
{

= x ]

7.2814 s

Figure 24 - Oscilloscope Screenshot - Time to PORST release

After getting all the values, the post-processing phase starts. The code generates a .csv file
with all the measurement values listed inside. In this case, a boxplot was chosen to present

the data to the project architects.
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Time to PORST release [us]
10.00
—1—9.85
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1

Figure 25 - Boxplot - Time to PORST release

For a hundred samples, the value was within 6.35 and 9.85 microseconds. The value
expected was less or equal to 10us. The parameter is validated.

3.4.3 PMS monitors - Preparation

The voltage monitors use dedicated ADCs that inform the MC of the actual voltage level.
Different actions can be triggered by the monitors, from alarm flags inside the PMS and
other Modules until the complete reset of the microcontroller.

Two types of ADC are presented below: Tracking ADC and SAR ADC.

Analog Analog
nput |npul
” ‘| \(!1 " u';'““"":":{ .

Time — Time —»

Digital 4

output m%% — Qutpu Sy e —
Time —= Time —>

Figure 27 - Tracking ADC Figure 26 - SAR ADC

The tracking ADC can only do one LSB step per conversion, verifying for each iteration if the
voltage is lower or higher than the voltage of the last step. The Successive approximation
ADC changes the estimation most significant bit and compares this value with the input. If
the voltage is lower, the bit returns to 0, and the next one turns into 1. The process repeats
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until the last bit, where the conversion value is given as the digital output and will be
constant until the next conversion cycle.

Configuration:

1.

Power Mode A, VDD Supplied internally

Depending on the supply levels, different power modes can be reached, each with pros and

cons.

2.

User Mode

Some microcontroller registers are made for enabling more accessible validation of the
DUT and are available only in the test mode phase. The validation group uses the user
mode to simulate perfectly the customers' experience.

3.
4.
5.

Power up the DUT with nominal values
5v single supply source; EVRC active
Measure at RT

This specific measurement does not need an external Thermostream to change the
DUT's temperature since the requirement is Room Temperature.

6. HPBG active
Measurement:
1. Connect with the DUT and access the registers via UDE

Disable all primary monitors resets

Primary monitors resets are disabled to read registers even after detecting an over-
voltage/under-voltage by the monitors. When the DUT resets, the registers are
reset, and the monitor values are the default ones.

Configure voltage threshold for OV detection - Primary and Secondary Monitors
OV for each power domain
Enable the over-voltage alarm generation - Primary and Secondary Monitor
Configuration — OV Enable
Configure voltage threshold for UV detection - Primary and Secondary Monitors
UV for each power domain
Enable the under-voltage alarm generation - Primary and Secondary Monitor
Configuration — UV Enable
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All of those configurations are made by changing registers. In total, there are more
than 40 monitors, all stored in strings to make the automation easier and, if some
of the registers are changed, they can be changed on the string declaration.

Update the UV/OV value to the nominal supply value (e.g. 5V for VDDEXT) from
the secondary monitors:

The objective is to increase/decrease the OV/UV value until the alarm flag goes high,
avoiding changing the voltage on the power supplies and making the test much
faster.

For the primary monitors, the UV/OV values are kept as the standards.

To check the primary monitor functionality, it is vital to bring the threshold to the
nominal value and bring up and down the supply level until the alarm goes high.

Measure Vxx voltage on sense lines with a multimeter and store the data to
crosscheck with monitors results.

More than ten rails need to be measured. Each monitor is associated with one rail.
The multimeter measures only the rail that is related to the monitor under test to
avoid unnecessary values on the table. The relation between multimeter, monitor,
and rails is made through a class.

The measurement flowchart is in Annex 3.

This test sequence's code starts with the global variables' definition, files path, instrument
instances, and monitor registers names. A class for the supply rails was created to store -
among other methods — the information related to each of them.

public class ExternalRail

I
8

b

public string name;
public double voltage;
public double currentlimit;

public PowerSupply powerSupply;
public string channel;
public string[] options;

public ExternalRail(string name, double voltage, double currentlimit, PowerSupply powerSupply, string channel)

{

this.name = name;

this.voltage = voltage;
this.currentlimit = currentlimit;
this.powerSupply = powerSupply;
this.channel = channel;

In the initialization phase, the rails are created and associated with a power supply and a
channel. If the same test sequence needs to be run in another setup, these are the only
changes.
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A function called void supplyMode(string mode) is used to configure the power supplies
according to the mode chosen. The mode variable can be written on the test vector and
directly called a parameter of this function, setting all the power supplies.

A dictionary was created to store the multimeter information. Because of the large supplies
number to be measured, the multiplexer module is required, and the rails are associated
with the supplies' name, information that will change for each execution.

On the initialization, the devices are connected through LAN, GPIB, and USB. TDEX provides
all the libraries to establish the connection between the PC and the devices.

TDEX can store the register address and names to allow the programmer to call the register
by name, keep a better track of the algorithm, and give flexibility if there is a mistake on the
addresses.

Since all the information is stored on string arrays, the code is based on iterations of these
arrays using the dedicated multimeter, power supply, and registers. The primary monitor's
reset functionality is disabled, so the test can run without the PORST release, which means
the chip does not reset and does not lose its register values.

The first execution case is about the primary monitors, in which the related power supply
will have its value decreased/increased, moving away from the nominal value until the
alarm is triggered. Values are stored and compared.

In the logic for the secondary monitors, the threshold will get closer to the nominal value of
each iteration. If the alarm is set, the execution stops, the ADCs values are stored, and also
the multimeter value.

The voltage levels need to be restored using the nominal value inside the rail object, and
the alarms have to be reset before the next iteration.
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3.5 Important tests — Overview

Power cycling :

The PMS has to support ramp-up/down for different timing, slew rates, and residual
voltages for each supply rail. The PMS subsystem has to be robust in all different voltages
ramp up and ramp down scenarios. We can see below the shape of the supplied rails.

A3G Power Cycling Waveform
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< 300
E
°
o
2
o
= 20004

1000 {-—————
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A3G Power Cycling Waveform
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Figure 28 - Power Cycling curbs

This test is performed for all the temperature ranges, with a pace of 2°C, from -40 to 160.
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EVRC Restart after Supply Fail:

The register settings of the internal core voltage regulator of the MCU shall be reset to their
defaults if the Vpp voltage falls below a configurable low-voltage threshold.

This test aims to verify the reset of the registers after the chip resets and the behavior of
the shown signals.

2021-07-30

A
Current +Peak -Peak mu (Avg) RMS StdDev Event count Wave count

82.481 s 83.601 ys 78.972 s 80.782 s 80.789 ys 1.0786 ps

720,95m¥ | 720.95mV | 713.04 m¥ F17m¥ | 717.01m¥  3.9725m¥
T ~6.3241m¥| -6.3241mV| -6.3241mV | -6.3241m\ 6:3241 mv oy
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100 ps 100 pg 200 ps 300 g 400 2 00 ps

Current +Peak -Peak mu (Avg) RMS StdDew Event count  Wave count
1.7028 ps 2.4372 us 995.76 ns 1.5302 ys 1.5509 us 253.98 ns 100 100
705.14m¥  713.04mV  689.33m¥  702.61m¥ 70263m¥ 50097 m¥

21502mY | 22292 mV | 21502m¥| 21597 m¥|  21598mV| 2,5818mV

Figure 29 - EVRC Supply Fail
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4 Validation Preparation
4.1 Bitbucket and JIRA

The ATV team uses the bitbucket software to upload all the project files and collaboratively
develop our validation tasks. For the organization of the tasks, the software JIRA is used,
where people involved in the project can create a JIRA ticket that will be tracked until the
task is done. The validation requirements are also stored inside JIRA.

4.2 Validation Requirements

The validation requirements are functionalities/parameters of the chip that need to be
checked on the validation process and are defined by system architects. Before writing the
description and code of a test sequence, validation engineers align with architects on how
the test should be performed, test points, and specific test details about the requirement
in a DVS meeting.

4.3 Phases

The picture below gives an overview of the standard phases and milestones of a generic
project. Every specific project type (IC, System, Software, etc.) implements its specific
milestone definitions.

Standard phases:

¢ Definition: The product idea is selected from the roadmap to develop the customer
& market requirements.

¢ Implementation: The product idea is developed from a concept into a product
design.

¢ Verification: & Validation: Prove that the product meets specifications, works in
the application and is producible.

¢ Maintenance: Optimized manufacturing

Gate Gate*
BG-1 BG-4
Definition Yerification & Validation
1} 1 2 3 4 a3 6 7 8 9 10
Idea Reqm. Feasibility Project Concept  Optional Design  Sample/ Production/ Delivery Ramp-Up
Release  Release  Release  Release  Release Release alpha Beta Release  Release
Relzase Relzase

Figure 30 - Standard project phases
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At Milestone 7, the chip gets on the hands of the validation engineers to perform the Bring-
Up. A department called PTE is responsible for the first tests inside the production, with
machines that have several coupled instruments to assure that the silicon has no defect.

The Bring-Up phase is where the most critical system-level tests are performed and have a
short period of time to be finalized around 30 days. Long-term tests are also performed
during this period as power cycling, which can take more than two weeks. The aim is to have
a solid base to perform further tests. At the same time, the individual IPs validation is
running, where all ADCs and other subsystems are individually verified.

Following this phase comes the normal validation cycle, in which all the test sequences are
adapted, executed, and have their results presented with a pass or fail conclusion.

4.4 Automotive standards

The automotive department uses ISO 26262 and has an audit every year by an external
company to verify if all the requirements are fulfilled. The I1SO 26262, according to the
International Organization of Standardization, is intended to be applied to safety-related
systems that include one or more electrical and/or electronic (E/E) systems and that are
installed in series production road vehicles, excluding mopeds.
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5 Work at Infineon

5.1 Generic Training

The company proposes online internal training and needs to be completed within the first
week of the internship.

Before the technical training starts, five mandatory training with questions and answers at
the end are proposed:

e General safety information Villach

e Cyber & Information Security

e Data Protection

* Business Conduct Guidelines - Master Version
e Ergonomics at the Computer Workstations

After that, overview presentations of the A2G and A3G Microcontrollers were given to start
the technical training.

5.2 First Month Tasks

During the first month of work, three validation tasks were proposed, and extensive
documentation was also given as a guide, the internal target specification(ITS). They were
all based on real measurement cases performed in the past, and the complexity level was
higher with each one of the tasks.

A large amount of time was spent going through A2G ITS, which has information separate
by modules, one of them being the PMS. The list of functionalities with technical
descriptions and associated registers is inside this document, and it is imperative to start
the validation tasks.

5.3 Meetings

Every week, there is a lab meeting to discuss technical subjects and administrative,
organization, and bureaucratic topics.

The PMS team has a weekly meeting that aims to update the work and share useful
information.
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6 Soldering

The soldering station of the validation lab is often used to modify the circuit of the daughter
boards, where all the components are SMD. Some tests need to be performed with different
capacitances or resistances, simulating the real circuits where the MCs will be placed.

Some measurements put the chips into a stress condition, causing damage and making
them unsuitable for further tests. Subsequently, these components are removed, and new
ones are soldered.

Soldering an AURIX microcontroller is a delicate job, given that the pads are small and
fragile. For the chips we have in the lab, the formats are the following:

LFBGA-516 BGA-416 LFBGA-292 BGA-233

HE =D

TQFP-144

TQFP-100

18 | P
2
= 3
3
o 7]

Figure 31 - Packages AURIX

When it comes to the BGA format, the soldering process is only possible using the oven. The
first step is to clean the pads if they were already used using a solder wick and flux. The
microcontroller comes already with soldering material and needs to the placed in the
correct position, which is delimited by white lines on the Daughterboard PCBs. After
choosing the right heat curb, the oven takes around 5 minutes to solder the components.

For the TQFP format, the process is the same, but the microcontroller pads are much more
sensible and closer to each other and often need some adjustments after going into the
oven.
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7 Peltier

Aside from the validation tasks, a parallel task was proposed. The thermostreams already
mentioned in section 3.2.6 are used to get high and low temperatures on the chip. The
validation engineers were trying to find a way to optimize these processes since the area
that needs to be refrigerated is approximately 5 cm?, relatively small for the amount of
power that the thermostreams consume. Another way to get to cold temperatures was
proposed, using a thermoelectric solution: Peltier Modules.

This task aimed to build the first prototype to discuss the feasibility of this project forward.

A Peltier module consists of two external ceramic plates separated by semiconductor
pellets.

Ceramic Plate ]
-~ *=Cool Side

— ’-—

P i n P n P
— ; — -—
Ceramic Plate i

Figure 32 - Peltier Module

Hot Side

When polarized applying a voltage over the positive and negative poles, one of the two
sides absorbs heat, and the other dissipates heat. The Peltier Modules cannot absorb
thermal energy; its behavior is only based on thermal energy transfer from one side to
another, requiring heat dissipation on the hot side if the aim is the lowest temperature on
the cool side, as Figure 35 shows.

Heat
Flow
Diyeetion
“ EERE 1) i i
‘ .‘:,,r; ;;' ; —— 2) Heat Spreader
—— 3) Peltier Module
— 4) Heat Sink
Figure 33 - Heat dissipation with Peltier Figure 34 - Cascade Peltier Modules
Module
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Considering the size of the microcontrollers surface, a known solution with these modules

CENTRALE
in cascade formation (Figure 36) can bring the temperatures even lower, and this was the

chosen approach.
For the prototype and tests, the material used was:

Peltier TEC 40x40mm 8.5A
Peltier TEC3 30x30mm 8.5A

Peltier TEC 20x20mm 8.5A

Thermal Paste
CPU Cooler 100W

Power supply four channels

Thermometer

Figure 35 - Peltier modules fixed on heatsink

The prototype could bring the DTS-powered

on-chip temperature to less than -23°C, and
the viability of this project is still being
discussed.
Figure 36 - Prototype MC Cooler
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8 Conclusion

Being an intern at Infineon's validation laboratory was an exceptional experience. Working
on a big project like the release of a Microcontroller involves a large amount of technical
knowledge and time management, organizational and interpersonal skills.

The preparation was complete, all the test sequences assigned to me where coded and
tested, approved by the supervisor. The algorithm behind test sequences was most of the
time simple, the complexity is where to use which device and how to perform some of the
measurements, more electronic and instrumentation focused.

Besides the fundamental electronic and programming knowledge, studying a specific
product like the A2G and A3G Microcontrollers gives a practical comprehension of this
module (PMS) and embedded functionalities that no University can teach.

Inside the validation laboratory, | had access to the most varied and expensive
measurement equipment available in the market and mastered some of them by
experimenting and searching for functionalities. Not only with the devices, | have used, but
| feel familiarized with measurement devices in general, now able to use them confidently
and efficiently.

It was also a great opportunity to extend my exchange program to one more country with
a completely different culture. It adds a lot to my career to be in such a diversified group,
where | worked directly with people from eight different countries, all of them inside the
same validation lab. It was my first immersive English experience and my first contact with
the German language, which is already on an intermediate level.
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Annex 2: Packages and Models A2G Microcontrollers
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Annex 3:

Flowchart PMS Monitors Test Sequence
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Annex 4: Ramp-Up / Ramp-Down of supply mode A — A2G
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Figure 3-3 Single Supply mode (a) - V¢, (5 V) single supply
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