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RESUMO

Esta tese foi motivada por dois problemas relacionados aos processos de espalha-
mento: a desinformacéo sendo disseminada em Redes Sociais Online (OSNs) e as
doencas infecciosas sendo transmitidas em uma populagdo suscetivel. O principal
objetivo do presente trabalho € desenvolver um modelo para simular processos de
espalhamento baseado em interacdes sociais e que permita abordar tanto a estrutura
complexa das redes, como os comportamentos evolutivos dos agentes em um nivel
microscépico. Para tanto, é fornecido um modelo genérico para interagcées sociais as-
sincronas entre agentes, o qual é estendido tanto para a troca de informagdes como
para os casos de transmissdo de doencas. Um modelo de evolucéo da infeccéo é
construido, dispondo de transi¢cdes probabilisticas entre os estagios, permitindo o uso
de dados do mundo real de forma direta. Esse modelo de troca de informagdes pode
tratar conjuntos finitos de informacdes, diferentemente dos modelos da literatura de di-
namica de opinido. Também, neste Ultimo estudo de caso, outros fatores que impactam
a disseminagdo sao considerados, como a autoestima da pessoa e a confiabilidade
da informag&o. Ambos os fatores sdo modelados como uma extensdao do modelo an-
terior, porém, admitindo matrizes dindmicas para as probabilidades das interacoes.
Métricas para capturar informacdes relevantes sobre a estrutura de redes complexas
grandes sao estudadas, concluindo que a centralidade de autovetor esta intimamente
relacionada a velocidade de propagacao e a probabilidade de uma determinada infor-
magcao prevalecer sobre as demais no modelo proposto. Estruturas de rede estéaticas
e dindmicas sao construidas para representar cenarios relevantes em ambos os es-
tudos de caso, as quais sdo baseadas em modelos de redes complexas encontrados
na literatura. Além disso, um algoritmo de clusterizagdo € modificado para identificar
comunidades em redes sociais. Este algoritmo alterado é capaz de evitar erros que
foram identificados na utilizagdo de algoritmos da literatura. Por fim, conhecer como se
da a divisdo em comunidades de uma rede social, e alguma métrica de centralidade
sobre os agentes, permite que politicas para controlar a disseminagéao de informacgdes
nas OSNs sejam propostas.

Palavras-chave: Processo de Espalhamento. Simulacdo Baseada em Multiagentes.
Redes Complexas. Noticias Falsas. Covid-19. Modelo Probabilistico. Dinamica de Opi-
nido.



ABSTRACT

This thesis is motivated by two problems related to spreading processes: misinforma-
tion being disseminated in Online Social Networks (OSNs), and infectious diseases
being transmitted in a susceptible population. The main objective of the present work
is developing a model for simulating spreading processes based on social interactions,
which address both the networks’ complex structure and the evolving behaviors of the
agents on a microscopic level. To this purpose, we provide a generic model for asyn-
chronous social interactions between agents, which is extended for both the information
exchange and the disease transmission cases. We build a model for infection evolution
with probabilistic transitions between stages, allowing the usage of real-world data in
a straightforward way. Our information exchange model can handle finite sets of infor-
mation, differently from the models in the opinion dynamics literature. Also, in this last
case study, we considered other factors that impact the spreading, like the person’s
self-esteem and the information’s reliability. We model both factors as an extension from
the previous one, by admitting dynamic matrices for the interactions’ probabilities. We
study metrics for capturing relevant information on the structure of large and complex
networks, concluding that eigenvector centrality is intimately related to the spreading
speed and the probability of a given information prevailing over the others in our model.
We construct static and dynamic network structures representing meaningful scenar-
ios for both case studies, which rely on complex network models from the literature.
Further, we present the modification for a clustering algorithm to identify communities
in social networks. This amended algorithm can avoid errors in the clustering that we
have identified while using algorithms from the literature. Finally, we show that knowing
how a social network is divided into communities, and some centrality metrics about
the agents, enable us for proposing policies to control the spreading of information in
OSNs.

Keywords: Spreading Process. Multi-Agent Based Simulation. Complex Network. Fake
News. Covid-19. Probabilistic Model. Opinion Dynamics.



RESUMO EXPANDIDO

UM MODELO DE SJMULAQAO PARA PROCESSOS DE ESPALHAMENTO BASE-
ADO EM INTERACOES SOCIAIS EM REDES COMPLEXAS: ESTUDOS DE CASO
EM REDES SOCIAIS ONLINE E EPIDEMIAS

Introducao

A motivacao inicial desse trabalho se deu por um tema que preocupa a comunidade
cientifica e parte da populacao: o espalhamento de desinformacao em Redes Sociais
Online (OSNs, do inglés Online Social Networks). I1sso se evidencia pelo recente au-
mento no numero de publicacdes relacionadas ao tema, sendo que mais de 75% dos
artigos relacionados a desinformacao dos ultimos 20 anos foram publicados entre 2018
e 2022. Um dos fatores responsaveis para esse aumento de interesse pelo tema foi a
introducao das midias sociais como um ponto decisivo no resultado de elei¢des pelo
mundo. Sendo que 0s primeiros casos a soar o alarme para esse problema foram a
votagao pela saida do Reino Unido da Unido Europeia (Brexit) e a eleicao presidencial
dos EUA em 2016, onde houve disseminacao massiva de conteudos sendo, muitos
deles, falsos.

Outro campo que traz preocupagao nesse sentido é o da saude, no qual a desinforma-
cao acarreta a divulgacao de métodos e curas sem respaldo cientifico. Esse problema
se agravou significativamente durante a pandemia de Covid-19. Tratando-se de noti-
cias falsas no geral, estudos ja mostram o seu potencial de alterar as visdes de mundo
das pessoas, fazendo-as enxergar uma realidade distorcida, o que acaba dificultando
o didlogo e gerando cada vez mais polarizacao. Além disso, as pessoas tém suas deci-
sOes, sejam acerca de saude, financas ou politica, influenciadas por esses conteldos.
Outro agravante é o fato de que as noticias falsas tendem a se espalhar mais rapido
em relacao as verdadeiras, o que dificulta acées para reparar o dano causado por elas.

A comunidade de sistemas e controle também tem se preocupado com esse tema,
sendo que 0 mesmo apareceu com certo destaque nas ultimas trés edicdes do Con-
gresso Mundial da Federacao Internacional de Controle Automatico (IFAC, do inglés
International Federation of Automatic Control). Na edi¢cdo de 2017, houve um painel
para discutir os desafios de controle para sistemas sociais e o presidente do comité
técnico sobre o impacto social da automacao trouxe que um dos desafios particu-
larmente seria 0 uso de redes sociais para controlar a opiniao publica. Ainda nesse
ano, os membros de um comité do IFAC publicaram uma agenda de pesquisa para
a comunidade de sistemas e controle e apontaram as redes sociais e tecno-sociais
como um tema de alto potencial para pesquisa. Em 2020, em uma edi¢ao virtual do
Congresso Mundial da IFAC, foi apresentada uma sessao tutorial sobre o tema de
Redes Dinamicas de Influéncia Social. Ja4 na ultima edicao desse Congresso, ocorrida
em julho de 2023, além de sessao especifica sobre o tema de controle de sistemas
socio-técnicos em rede, houve a apresentacdo do Roadmap 2030 dos Desafios de
Controle em Escala de Sociedade elaborado pela Sociedade de Sistemas de Controle
(CSS) da IEEE. Entre outros pontos importantes, nesse documento, é trazida a luz a
necessidade de se entender o efeito das redes em sistemas com dinamicas sociais,
como no caso de epidemias e pandemias como a de Covid-19. Também apresentam



redes sociais de dindmica de opinido e tomada de decisao coletiva como um desafio
notavel na modelagem do comportamento humano.

Objetivos
O objetivo geral desta tese é desenvolver um modelo de simulacéo para interacoes
sociais ocorrendo em redes complexas de agentes com comportamentos evolutivos.

Com base nesse objetivo, esta pesquisa busca duas contribuicées principais: melhorar
a qualidade e a extensao das andlises sobre processos de espalhamento dependentes
de interacbes sociais, e fornecer politicas para a sintese de uma estrutura de rede
capaz de controlar esses processos. Para esses fins, foram definidos os seguintes
objetivos especificos:

» Desenvolver um modelo para as interagdes sociais entre agentes interconectados;

» Modificar um modelo de troca de informacdes para lidar com conjuntos finitos de
informacdées;

» Propor estruturas de rede que representem os cenarios estudados, baseando-se
em modelos de redes complexas encontrados na literatura;

+ Identificar caracteristicas relevantes que afetam a disseminacao de informacoes,
além da estrutura da rede;

» Construir modelos que permitam matrizes dinamicas de probabilidade de interagao
para incorporar as caracteristicas identificadas;

» Construir um modelo para a disseminagao de doencas infecciosas com base em
interacdes sociais;

» Criar um modelo estocéstico para a evolucdo de doencas em cada individuo, que
possa usar dados do mundo real para ajustar seus parametros;

» Simular todos os modelos propostos em cenarios significativos para avaliar sua
capacidade de expandir as possibilidades de analise;

 Estudar caracteristicas da estrutura da rede que possam influenciar os processos
de espalhamento;

» Adaptar um algoritmo de clusterizacao para identificar comunidades em redes soci-
ais;

» Usar o conhecimento adquirido com essas caracteristicas para propor politicas de
controle da disseminacao.

Metodologia

A abordagem utilizada no desenvolvimento dessa tese partiu do estudo dos modelos
de epidemiologia, mas com interesse no seu uso para analisar o espalhamento de
informacdes, visto que essa analogia ja era bastante explorada na literatura. Conforme
os estudos se aprofundaram, notou-se a potencialidade de um modelo mais microsco-
pico, onde o foco seria nos comportamentos individuais e a estrutura da rede seria um
fator chave na descri¢cdo da dindmica de espalhamento. Os modelos de dindmica de
opinido presentes na literatura ja tinham uma forte dependéncia da topologia de rede,
porém tratavam as opinides como valores continuos que eram sempre alterados pelas
interacdes e isso nao modelaria adequadamente o caso de pessoas compartilhando
noticias e encaminhando mensagens exatamente da forma como as receberam, que



€ 0 caso na maior parte das vezes quando se tratam de redes sociais. Portanto, o
primeiro passo foi prover um modelo que lidasse com opinides ou informagdes dis-
cretas. Em seguida, se deu a generalizagcdo do modelo de interacdes sociais. Assim,
obteve-se um modelo dividido entre: a descricdo de quando e por que uma interagao
ocorre; e a descricdo dos comportamentos dos agentes durante uma interagao.

Além disso, para o primeiro estudo de caso, foram identificados diversos fenémenos
que poderiam influenciar no processo de disseminagao de informagdes. Dentre esses,
foram incorporados na modelagem o efeito no espalhamento da variacdo na autoes-
tima dos agentes e do conteudo das informacdes. Para esse ultimo, foi implementado
um coeficiente de confiabilidade atrelado a informagéo que esta sendo compartilhada,
uma vez que apenas as relagdes interpessoais ndo seriam suficientes para julgar se
uma informacao é verdadeira ou ndo. Posteriormente, numa etapa mais focada na
sintese da rede para controlar o espalhamento, foi desenvolvido um algoritmo para
a identificagdo de comunidades em redes sociais. E, utilizando essas comunidades
detectadas e conhecimentos vindos da analise de centralidade dos nés da rede, fo-
ram indicadas politicas para atenuar ou impulsionar o espalhamento, baseadas na
identificacdo dos n6s com maior potencial de disseminacao.

O segundo estudo de caso trazido nesse trabalho foi motivado pelo inicio da Pandemia
de Covid-19, onde os esforgos foram redirecionados no sentido de tentar contribuir
com esse problema urgente pelo qual o mundo estava passando. Entdo, com base no
conhecimento de epidemiologia adquirido nas etapas iniciais da pesquisa e na evo-
lugdo da modelagem para o espalhamento de informagdes, observaram-se possiveis
vantagens na anadlise e predi¢cdo do espalhamento de doengas contagiosas. Assim, foi
proposto um modelo com abordagem microscépica, explorando os comportamentos
individuais dos agentes, o0 que permite obter informacdes mais detalhadas e elaborar
estratégias mais refinadas para reduzir o contagio. Para tanto, foi utilizado o mesmo
modelo de interacdes sociais proposto anteriormente, mas apresentado um modelo
novo para descrever 0 que ocorre apds a interacao ou infecgdo e para a posterior
evolucao da doenca em cada individuo.

O ponto em comum entre essas duas aplicacdes se da no fato de serem sistemas
complexos, influenciados pelo comportamento dos agentes e suas interagdes. Ao
analisar sistemas complexos, algumas simplificacbes sao necessarias, sendo que
as mais comuns na literatura seriam a andlise separada dos efeitos da topologia e
do comportamento dos nossos. Como exemplo de simplificagdo da topologia, muitos
trabalhos consideram uma rede totalmente conectada. Por outro lado, para explorar
redes com estruturas complexas, uma simplificagdo comum para o comportamento
dos n6s € modela-los como um integrador simples. Esse trabalho, porém, sugere um
modelo que seja complexo nesses dois aspectos: os comportamentos individuais e a
topologia de rede.

Resultados e Discussao

Com base no amplo conjunto de simulagées retratadas neste documento, pode-se
dizer que os modelos propostos melhoram e ampliam a capacidade de analise quando
comparados com os modelos provenientes da literatura. Além disso, o conhecimento
fornecido por essas analises aprimoradas pode ser usado como uma ferramenta para



sintetizar estruturas de rede, a fim de controlar processos de propagag¢ao em sistemas
tecnossociais.

Foi fornecido um modelo para interacées sociais entre agentes e 0 mesmo foi ampli-
ado para analisar dois estudos de caso principais: informacdes sendo trocadas por
interagGes sociais online e doencas infectando pessoas por meio de interagcdes sociais
no mundo real. Foi criado um modelo para a evolugdo da infeccdo, que é flexivel o
bastante para representar diferentes doencas e niveis de detalhamento. Esse modelo
admite transicdes probabilisticas entre os estagios da infeccao, podendo se beneficiar
de dados estatisticos do mundo real para a sua descri¢ao e, também, ser atualizado a
partir de novos dados.

O modelo proposto para a troca de informagdes lida com conjuntos finitos de infor-
magoes, o que € uma novidade em relacdo aos modelos de dindmica de opinido
encontrados na literatura. A propagacao no modelo desenvolvido é ditada pelas pro-
babilidades da matriz de interacdo, a qual esta diretamente relacionada a estrutura da
rede. No entanto, foram identificadas outras caracteristicas que afetam a disseminacao
de informagbes em uma rede social. Assim, foram modelados também o efeito da
confiabilidade das informacdes e da autoestima dos agentes como fatores que alteram
dinamicamente as matrizes de probabilidades de interacao.

Dado que OSNSs sao realmente grandes e complexas, qualquer tentativa de extrair suas
caracteristicas por inspecao visual seria infrutifera. Por isso, foram usadas métricas
estatisticas para descrever esse tipo de estrutura. Concluiu-se que a centralidade de
autovetor esta intimamente relacionada a velocidade de propagacao e a probabilidade
de uma determinada informacéo prevalecer sobre as demais no modelo apresentado
nessa tese.

Para ambos os estudos de caso, foram fornecidas estruturas de rede hipotéticas para
uma variedade de cenarios. Modelos de redes complexas, como o modelo Watts-
Strogatz para redes Small-World (ou de “mundo pequeno”), sdo abordagens melhores
para descrever a topologia por tras de interacées sociais humanas do que redes re-
gulares ou totalmente aleatérias. Portanto, esses modelos de redes complexas foram
base de muitas das estruturas de rede propostas nesse trabalho para representar a
organizacao de grupos, tanto no mundo real como online.

O resultado mais recente foi o desenvolvimento de um algoritmo de clusterizagéo
aplicado para identificar comunidades em redes sociais. O algoritmo proposto é capaz
de evitar erros na classificacdo que foram identificados ao usar algoritmos da literatura.
Também foi mostrado que o conhecimento sobre essa divisdo em comunidades de uma
rede social e algumas métricas de centralidade sobre os agentes podem ser usados
para controlar a disseminagao de informagcées em OSNSs.

Consideracoes Finais

Conclui-se ser necessario aprimorar as predi¢des dos fenébmenos de espalhamento
estudados para ser possivel tragcar estratégias e politicas capazes de controlar esses
processos. Os modelos propostos nesse trabalho estendem a capacidade de analise



em relacao aos disponiveis na literatura especializada. Além disso, o conhecimento
sobre as comunidades presentes em uma rede social e a centralidade dos seus mem-
bros serve para determinar agdes de mitigacao ou impulsionamento da disseminacao.
Por fim, acredita-se no potencial de melhor abordar temas tdo contemporéneos e mo-
tivadores por meio de grupos de pesquisa interdisciplinares, capazes de congregar
especialistas dos diferentes campos de conhecimento necessarios para compreender
os fendmenos presentes nos processos estudados ao longo desse trabalho.

Palavras-chave: Processo de Espalhamento. Simulacao Baseada em Multiagentes.
Redes Complexas. Noticias Falsas. Covid-19. Modelo Probabilistico. Dinamica de Opi-
niao.
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1 INTRODUCTION

In this first chapter, we present the global scenario and the context in the scientific
community that motivated us to study the problem addressed in this thesis. Also, we
introduce our proposal and how it differs from the approaches currently being used in
the specialized literature. Further, we explain briefly the methodology employed and
show the objectives defined for this research work. Finally, we give an overview of the
structure for the following chapters.

1.1 PROBLEM, CONTEXT, AND MOTIVATION

The present research study was initially motivated by the problem of misinfor-
mation spreading in Online Social Networks (OSNs). There is a growing tendency for
publications in this area. A search in Scopus by the term “misinformation” shows 11389
results in the past two decades, such that 75.66% of them were published from 2018
to 2022. This period of increasing interest followed the tendency of using misinforma-
tion in social media for political ends that started to cause a stir since the UK vote
to leave European Union (Brexit), soon followed by 2016 USA presidential election
(KUCHARSKI, 2016; BOVET; MAKSE, 2019). Filtering results by the terms “election*”
or “politic*” reveals that 48.58% of them were related to these terms in the last 5 years.

The amount of publications associated with “misinformation” has increased
rapidly in the last few years, roughly doubling from one year to the next. By the begin-
ning of 2023, we see a little decrease in the slope of this ascending interest. However,
the number of works in 2022 were still greater than the number in 2021. This shows
that the interest in the subject is still growing.

The spreading of misinformation related to the CoronaVirus Disease 2019 (Covid-
19) is one of the factors that increased the interest in the last three years. Filtering
results by the terms “covid” or “coronavirus” shows that 58.4% are addressing these
terms in the period from 2020 to 2022. The number of publications per year found by
searching the term “misinformation” in Scopus, without filters, is depicted in Figure 1.
In Figure 2, we present the results from applying the filters mentioned previously.
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Figure 1 — Number of publications per year associated with the term “misinformation”
in the Scopus platform.
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Figure 2 — Number of publications per year that relate misinformation with politics,
Covid, and others.

This problem is also a concern to the press in general since false news distort
the way people see the world (WATSON, 2016), and influences in crucial decision mak-
ings, such as those related to politics and health (LEWANDOWSKY; ECKER; COOK,
2017). There are initiatives for fact-checking and content creation aiming to refute misin-
formation, but these contents do not spread so easily as false news (VOSOUGHI; ROY;
ARAL, 2018).

The Systems & Control community also shows concern about this matter. In
2017, during the International Federation of Automatic Control (IFAC) World Congress,
a panel discussion occurred addressing the control challenges for social systems. At the
time, Perruquetti (2017), the president of IFAC Technical Committee on the social impact
of automation (TC 9.2), presented that one of these challenges is handling humans as
part of control systems, and particularly the use (or abuse) of social networks to control
public opinion.
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The work from Lamnabhi—Lagarrigue et al. (2017) thoroughly rises great chal-
lenges for the Systems & Control community in the future. The social and techno-social
networks field is pointed out as one of high research potential. Also, Lamnabhi—Lagarri-
gue et al. (2017) state that the success of Systems & Control theoretic methods in the
analysis and control of social and techno-social networked systems requires further
convergence between Systems & Control, engineering, and social sciences, to facilitate
the development of new dynamic models and data analysis algorithms for testing them.

During the 2020 Virtual IFAC World Congress, Dabbene et al. (2020) presented
a tutorial session entitled “Dynamical Networks of Social Influence: Modern Trends
and Perspectives”. They outlined three directions for research: dynamics of opinion
formation in influence networks; dynamics of interpersonal appraisals; and algorithms
of identification and learning for analyzing the network’s structure.

The subject is still a trend in the community, which can be seen on some of
the open invited tracks of the 2023 IFAC World Congress held this year in Yokohama.
For instance, the track on “Control for Socio-Technical Network Systems” (IFAC 2023-
YOKOHAMA, 2020), which is interested in contributions addressing the effects of online
social media platforms over the processes of opinion formation and epidemics spread-
ing, and also their role in inducing extreme behaviors.

During the mentioned Congress, the IEEE Control Systems Society (CSS) pre-
sented a document entitled “Control for Societal-Scale Challenges: Road Map 2030”.
We highlight two points from this document that directly relates with our work. Work,
Wit, and Sinopoli (2023) state that networked dynamical models are used to under-
stand collective behaviors emerging from the interactions between single individuals,
highlighting opinion dynamics and collective decision-making over social networks as
one notable example where these models can be applied.

In the same road map, the article by Fay, Hosoi, and Jones (2023) sheds light
on the problem of modeling and controlling pandemics. The authors state that beyond
understanding the dynamics and designing control laws, it is necessary to know how
physical processes depend on human behavior, and how spreading information affect
this behavior. They also highlight the need to understand network effects on these
dynamics, as network structures play a fundamental role in the spreading of diseases.

Information spreading is analogously associated in the literature to virus epi-
demics in susceptible populations (GROSS; D’LIMA; BLASIUS, 2006). However, these
models simplify people’s behavior in the network and how they interact with each other
to a few parameters defining the “virality” of a given piece of information.

During the development of this work, a worldwide threat started: the Covid-19
pandemic. The scientific community turned its efforts to provide predictions on the virus
spreading, which could help in decisions related to the measures aiming to suppress
new infections.
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The models most widely used to predict epidemics’ evolution date back to the
work from Kermack and McKendrick (1927). They belong to the class referred to as
compartmental models. In these, the population is divided into compartments, and as-
sumptions are made about the nature and time rate of transfer between compartments
(BRAUER, 2008).

These models are described by differential equations, enabling ease of utiliza-
tion for various applications. On the other hand, they are lumped-parameters repre-
sentations of a complex and distributed system. This means that many simplifications
are made to construct such models, which could imply crucial information being left
aside and limit the scenarios where the models are accurate. As an example of these
limitations, the seminal compartmental models can not represent a second wave of in-
fections during an epidemic. Roberts et al. (2015) states that many infectious diseases
are fundamentally stochastic processes based on the individuals, i.e., they are more
naturally represented by stochastic models, and approximating them by deterministic
approaches is challenging.

In the Covid-19 pandemic, compartmental models were broadly used to predict
the spreading of the disease (MEDREK; PASTUSZAK, 2020; MANDAL et al., 2020;
SCALA et al., 2020). Joseph T Wu, Kathy Leung, and Gabriel M Leung (2020) explored
metapopulation compartmental models, in which the population is divided into some
discrete patches representing spatially distant populations or classification by age,
gender, or any other important factor.

Estrada (2020) list the main approaches to forecast the progression of an epi-
demic at a global and local scale, being them: deterministic, data-driven (HUANG, R.;
LIU, M.; DING, 2020), stochastic (HE, S.; TANG; RONG, 2020), agent-based (CUEVAS,
2020), and their combination.

A more microscopic model could be useful in generating better predictions re-
lated to the virus spreading, since it would be possible to add important factors in
the analysis, such as isolation level, hygiene habits, number of hospital beds needed,
among others (MANZO, 2020). We take that opportunity for using our simulation model,
based on social interactions between individuals, and the knowledge acquired until that
point to contribute also in the epidemiology field.

The clustering of an Online Social Network (OSN) seems to be crucial for the
efficiency of recommendation algorithms in selecting content that will hold the user’s
attention for longer periods of time. Also, identifying the communities within a social net-
work could be a key asset for controlling the spreading, advantaging on that knowledge
to maximize the reach of a given information.
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1.2 PROPOSAL AND NOVELTY

The literature suggests that simple models, based on compartmental modeling,
are able to generate meaningful predictions to the spreading of a virus in susceptible
populations. Furthermore, these models should be useful to also represent the spread-
ing of information in networks, such as false news being shared through social media
and instant messaging applications.

On the other hand, recent studies indicate the influence of network structure in
these spreading processes. Even though some models, like the one presented by Van
Mieghem (2011), started to take the network topology into account, they still simplify
the agents’ role in the process. In these models, it is not possible to define individual
behaviors and evaluate the impact they have on the spreading process.

Therefore, this research work proposes the development of a simulation model
for the spreading process taking place in complex networks, such that the agents
enrolled possess behaviors that may evolve differently over time for each agent.

Humans perform a complex decision process when it comes to accepting (and
possibly sharing) or not a received information, which is impacted by many factors.
For instance, personality traits and self-esteem are individual characteristics that may
change over time and plays a relevant role in the information diffusion in social networks.

To list a few individual behaviors relevant to the epidemiological analysis, we
have the use of masks, social distancing observation, number of daily interactions,
and current disease stage. These behaviors impact how much each person is able to
effectively spread a virus.

Hence, our proposed model has a microscopic point of view, focusing on the
behavior of the agents but also on the structure of the network connecting them. The
aim of this approach is to bring more detailed information and to consider more charac-
teristics observed in the real world.

The models used in the opinion dynamics literature already depend highly on
the network structure. However, these models are grounded on the assumption of real-
valued opinions, such that one agent updates its opinion by computing a weighted
average of the opinions to that it has access. This type of model is not useful for the
problem we are addressing, since our goal is to assess the spreading of a given piece
of information.

Also, we propose a clustering technique to identify groups (communities) in
social networks. We use this knowledge on the network structure to determine which
are the nodes that will spread a piece of information more easily. Finding these agents
can guide a synthesis process for the topology, aiming to counteract the spreading of
false (or malicious) information or to enhance awareness about a real and urgent one.
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1.3 OBJECTIVES

The main objective of this thesis is to develop a simulation model for social
interactions occurring in complex networks of agents with evolving behaviors.

Based on that goal, this research has two major contributions: improving the
quality and extent of analyses on social-dependent spreading processes, and providing
policies for the synthesis of a network structure that is able to control these processes.

1.3.1 Specific Objectives
To achieve the general objective, we set the following specific objectives:
» Develop a model for the social interactions between interconnected agents;
* Modify an information exchange model for handling finite sets of information;

* Propose network structures that represent the scenarios of interest, founded
on models of complex networks from the literature;

* Identify relevant features that impact the information spreading beside the
network structure;

 Build models that allow dynamic matrices of interaction probability to incorpo-
rate the identified features;

» Construct a model for the spreading of communicable diseases based on
social interactions;

» Create a stochastic model for the evolution of diseases in each individual that
can use real-world data to adjust its parameters;

+ Simulate all the proposed models in meaningful scenarios to assess their
capability of improving the analyses possibilities;

+ Study characteristics from the network structure that may influence the spread-
ing processes;

» Adapt a clustering algorithm to identify communities in social networks;

» Advantage on the knowledge acquired from these characteristics to propose
policies for controlling the spreading.

1.4 METHODOLOGY

The main method used to test our models, algorithms, and policies is computa-
tional simulations. The common point from the applications in information diffusion and
epidemiology is that both are complex systems, influenced by the agents’ behaviors
and by how they interact. The research can bring a generalized model that is employed
in both applications and others with similar features.
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The analysis of interconnected complex systems usually requires some simplifi-
cations to be feasible (STROGATZ, 2001). To evaluate the effect of impacts related to
the network topology, the agents’ dynamics are relaxed (e.g., nodes with single integra-
tor dynamics). On the other hand, when analyzing the effect of each node’s behavior,
the network is simplified (e.g., considering a full-connected network). We suggest a
model that combines both a complex structure for the network and agents that evolve
their behavior over time.

Of course, many aspects will still be neglected to permit the carrying of simula-
tions. However, we believe that combining the complexity of these two points in a model
can bring benefits to analyzing such systems. Also, its complexity is parsimonious,
considering the current computational power available.

A representation of social networks by dynamic models of information diffusion
combined with the gossip-based consensus algorithms is proposed (SALEM; TCHIL-
IAN; MORENO, 2019). The community working on Opinion Dynamics is also concerned
with social network analysis. However, their models assume the opinion as a real num-
ber (PROSKURNIKOV; TEMPO, 2017; JIA et al., 2015) and this would not be useful,
since we aim to evaluate how a given piece of information is shared through the net-
work.

Therefore, we provide a model for social interactions that handles discrete in-
formation, i.e., the information should not be altered during the process, it must only
be exchanged between the agents. Also, it can be disassembled into two parts: the
mechanism determining when an interaction occurs; and the one describing how the
agents will behave whenever they are enrolled in an interaction.

The use of social media bots is evaluated together with their influence on two
crucial aspects: the self-appraisal of nodes representing human users and the consen-
sus of network nodes on an issue. The goal is to verify to what extent some policies
could be implemented in order to tackle ethical issues in OSNs.

The problem of adding the information content’s influence on the spreading
process is also addressed. On that matter, we propose the implementation of a reliability
stamp for each information as a policy to counteract the spreading of false/unverified
content. This directive shows effectiveness to a certain point, such that it is crucial to
also implement actions to detect and exclude bots from the networks.

The prevalence of a given information in the network is predicted according to the
existing links between the agents. This prediction is assessed both by computational
and laboratory experiments with simple robots. From these experiments, we verify that
the eigenvector centrality metric carries relevant information for predicting the non-
deterministic behavior of the information exchange model. Our research group has a
background in cooperative robotics. Therefore, we also envision applications of the
discrete opinions’ model to robotic teams.
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Based on spectral clustering and fuzzy c-means, we build an algorithm for clus-
tering the nodes of a network. This procedure is known as community identification
in the specialized literature. We propose policies for choosing possible spreaders that
would make an information disseminate the fastest. To verify the efficiency of these
policies, we perform comparative tests between them and another one chosen as the
benchmark.

Social interaction is the main source of infections in pandemics such as the
one caused by the Severe Acute Respiratory Syndrome CoronaVirus-2 (SARS-CoV-
2). Hence, with the onset of Covid-19 pandemic, we were aware of the connections
and similarities of our analysis subject and the problem of predicting a virus/disease
spreading. For this purpose, we formulate a model for the agents that describes them
as a set of states with probabilistic transitions. The model is flexible enough to adjust
for other sets of states and transitions.

So, the same simple model for social interactions from the other case study is
used, allowing space to use complex networks for connecting individuals, mainly based
on the Watts-Strogatz model. Flexibility in the network structure of social interactions
allows the analysis of more refined Non-Pharmaceutical Interventions (NPIs).

Also, a generic microscopic (i.e., at an individual level) infection evolution model
is proposed. We believe that this is the first time that a model considers non-deterministic
transitions between stages of a disease, in such a way that the probability of occurring
a transition is time-dependent on the last transition. Further, we provide the definition of
the transition probabilities for the scenario addressing the resumption of on-site teach-
ing activities. These probabilities are established considering a disease modeled with 4
stages (Susceptible-Exposed-Infected-Removed), and a fast screening and isolation of
infected individuals.

The individuals have their behavior defined according to their current state, and
they transition between states by two distinct processes: social interaction (for tran-
sitioning from a Susceptible state) and infection evolution (for transitioning from any
state after the infection). The model allows the definition of individual and time-varying
behaviors for the agents and describes the pattern of social interactions between them.

1.5 CONTRIBUTIONS OF THE THESIS

In this section, we present a summary of all the contributions of envisioned in
this thesis. To help the reader keep track of the subjects addressed in this work, we
illustrate how every contribution are linked to each other in Figure 3.

The common point between all contributions is the model of social interactions
over networks of interpersonal relationships. In the second level, we divide the models
by the interactions’ consequences, which are the information exchange in online social
networks and the infection by a disease in a given population. The first case study
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allows us to contribute both on analysis and synthesis, while the second one is focused
on analysis, since imposing the network structure for interactions in the physical world
would incur in many ethical issues.

Following the case study over infectious disease’s branch, in the next level, we
propose a stochastic model for the disease’s evolution in each individual. Namely, we
describe how the person, after getting infected, will pass through each stage of the
disease. The transitions between stages are based on time-dependent probabilities.

On the information exchange’s branch, we provide models that describe how the
information reliability and the individual’s varying self-esteem would impact the spread-
ing processes. These two contributions have in common the fact that they dynamically
change the probabilities of happening a social interaction between two individuals.

Still on that case study, we propose a policy for choosing the nodes that will
spread the information faster. The same policy can be used for identifying the spreaders
and counteracting the diffusion of false or malicious information. This contribution relies
on two previous ones: the use of centrality metrics as analysis tools for understanding
the spreading process; and the algorithm for identifying communities in social networks.

1.6  DOCUMENT STRUCTURE

The rest of this document is organized as follows. Chapters 2 to 5 are self-
contained, bringing all information needed to understand the results presented in each
of them. In Chapter 2 we present our model for social interactions over a network. After,
in Chapter 3, we propose an infection evolution model for the agents and use it together
with the social interactions model to analyze the spread of diseases in susceptible
populations. Another application for the social interactions model is the spreading of
information in Online Social Networks, which is presented in Chapter 4. In this chap-
ter, we also bring the modeling of two aspects that make the matrices of interaction
probability dynamic: the humans’ self-esteem and the information’s reliability. To close
the analytical part of the information exchange study, we examine the relation between
a centrality measure and our model. Further, in Chapter 5, we bring an algorithm for
community identification in social networks. We use the output of this algorithm together
with previous knowledge on centrality metrics to propose policies of network synthesis
for controlling the spread of information. Finally, Chapter 6 summarizes the conclusions
obtained during this research work, along with its limitations and proposals for future
works.
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2 MODELING SOCIAL INTERACTIONS

The ability to establish complex social networks is a distinct skill from humanity;
for many researchers, it is a milestone for human evolution. From small-group organiza-
tion to the foundation of empires with complex lines of communication, from the diffusion
of information in a tribe to global communication, the evolution of social networks could
not be separated from technological transformations.

Since the beginning of the modern studies of sociology, in the nineteenth century,
society was viewed as an interconnection of social actors. In the 1930s, a significant
contribution was the work from Jacob Levy Moreno, whose theory of society focused on
the networks of interpersonal relations that join individuals (FREEMAN, 2004). From the
earliest works, ethical issues have played a central role in the development of theories
on the behavior of society, whether in the assumption of the behaviors of specific social
groups or in proposing tools to control and influence public opinion (BERNAYS, 2005;
LIPPMANN, 2017).

In addition to the evolution of studies in social networks, the development of new
mass media has impacted the way individuals interact socially, increasing the reach of
the media to a global scale. These new media also gave rise to new tools to interfere
and influence society. In addition to the increase in the range and speed of information
dissemination, new technologies, such as press, radio, television, have defined new
social relationships. According to influential studies developed in the 1960s, the medium
defines new relationships, being itself a message, as Marshall McLuhan stated: “the
medium is the message” (MCLUHAN, 1994).

With the evolution of the media and its uses, regulations have been developed to
prevent distortion and abuse, in marketing, public opinion manipulation, and respect for
privacy. In the case of influence on electoral processes, various constraints and prac-
tices have been regulated around the world (EODS, 2016). The principles underlying
these initiatives are the guarantee of the right of expression of the various social play-
ers involved in the processes, avoiding asymmetries, curbing the abuse of economic
power, preventing the dissemination of false information, and avoiding the manipulation
of public opinion.

In this chapter, we propose an approach for modeling the social interactions
between humans. This model dictates when an interaction occurs based on probabilities
that are intrinsic to the network formed by the humans’ social ties. We can use the same
model for different network structures, allowing to cover both real-world and virtual
interactions.

The model presented here does not describe what happens when an interaction
occurs. Hence, we can use the same model for both the applications of information
spreading and epidemics. This flexibility is what allows us to define the behaviors of
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each agent in the network on a microscopic level, accordingly to the application and
scenario being studied.

2.1 MODELING NETWORKS

Graph theory is the common ground for every network representation presented
in this work. Hence, a graph G is constituted by a set of vertices or nodes, N, a set of
edges, &, such that £ C N x N, and also an incidence function that joins every edge
to two vertices. If the vertices (or ends) of an edge are different then it is called a link,
otherwise it is called a loop (LUCCHESI, 1979; TUTTE, 1966).

It is also valid mentioning that graphs can be directed or not. In undirected graphs,
there is no distinction between the ends of an edge. On the other hand, in directed
graphs, the edges (also called arcs in this case) have a direction indicated by an arrow
coming from the origin to the destiny node (BONDY; MURTY, 2008; GOLDBARG, M.;
GOLDBARG, E., 2012). Figure 4 shows examples of both types of graphs.

OO, - k@\a

(a) Undirected (b) Directed

Figure 4 — Graphs examples.

Both graphs shown in Figure 4 have five vertices. In the left, Figure 4a, a undi-
rected graph is depicted with six edges. In the right, Figure 4b, a directed graph with
eight arcs is illustrated. A directed graph can also be called digraph.

We can use both types of graphs to represent interactions in networks. Each
agent involved is considered as a node. For undirected graphs, each edge represents a
two way communication between the nodes joined by it. However, in the directed case,
the arc indicates explicitly that communication occurs only in one way. The origin and
destiny nodes can be called conveniently as transmitters and receptors, respectively
(REN; BEARD, 2008).

Also, there are algebraic representations for graphs, such as the adjacency
matrix. Let a undirected graph G formed by n vertices, its adjacency matrix is defined as
A = [a;4],4,7 = 1...n. The elements «;; indicate the existence of edges linking nodes
i and j. Hence, if there is an edge connecting vertices i and j then they are called
adjacent or neighbors (WILSON, 2010).
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Let a directed graph D with vertices set NV, such that |[V'| = n, and a set of arcs
& C N x N. lts corresponding adjacency matrix is of the order n x n and is represented
as A = [a;]. The element «;; equals 1 if the arc (j,i) is in the set £ of edges, otherwise
it equals 0. That means, a;; = 1 if there is an arc in the direction from j to i in the
digraph (LI; DUAN, 2014).

The adjacency matrices in (1)a and (1)b are equivalents to the graphs shown
in Figures 4a and 4b, respectively. It is noticeable that adjacency matrices will always
be symmetric in undirected graphs. Following this concept, we can define undirected
graphs as a special case of directed graphs, in which for every arc (i,5) there will always
be the arc (j,7).

[0 0 1 1 0]
00011
A =11 001 0 (1)a
11101
(01 01 0|
[0 01 0 0]
00011
A® =10 001 0 (1)b
10100
(0101 0|

In a undirected graph, the degree d(i) of node i is the number of edges connected
to it (GODSIL; ROYLE, 2001). This value can be obtained from the adjacency matrix,
such that d(i) = >°7_; aj; = >_j_1 ;. In the case of digraphs, there is a difference
between in-degree, d;,, (i), and out-degree, d,. (i), for each node i € N. The in-degree
indicates how many arcs arrives at i, it can be calculated as d;,, (i) = 2?21 ;- On
the other hand, the out-degree represents the number of arcs departures from i, being
evaluates by doy (i) = 371 aj; (WILSON, 2010).

2.2 COMPLEX NETWORKS

Complex networks are networks with a more complex structure than classical
graphs (e.g., full, lattice, ring, star) and fundamentally random graphs (e.g., Poissonian
degree distribution). Many real-world networks are proved to be complex networks.
This implies skewed distributions of connections, high clustering, and non-trivial tem-
poral evolution. Also, in despite of their high number of vertices, these architectures
present a small degree of separation between the nodes (DOROGOVTSEV; GOLTSEV,
MENDES, 2008).
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Social networks are important case studies in the theory of complex networks
and multi-agent systems because they differ from many natural and human-made
complex networks in the sense that they do not present a cooperative behavior. The
OSNs also work as tools for mapping the wiring diagram behind our social system,
which is a necessary step to describe its complex behaviors (BARABASI et al., 2016).
The mathematical models for representing this kind of networks need to be simple
enough to be examined, but able to capture the complex behavior of real social groups
(PARSEGOQV et al., 2017).

Watts and Strogatz (1998) state that the topology from networks of coupled
dynamical systems is usually assumed to be completely regular or completely random.
Hence, they introduce a model of networks that can be tuned in the middle ground
between these two extremes. They name these networks as “small-world” due to the
small-world phenomenon, also known as six degrees of separation.

The procedure for creating a small-world network is dependent of a single pa-
rameter. It starts from a regular ring lattice, where every node is connected to its closest
neighbors only. Then, every edge can be randomly “rewired” with probability p, avoiding
duplicates. Figure 5 depicts the outputs of this process as the value of p changes.

Regular Small-world Random

p=0 » p=1
Increasing randomness

Figure 5 — Random rewiring procedure, from a regular ring lattice to a random network.
Source: Watts and Strogatz (1998)

According to Strogatz (2001), the slightest bit of rewiring transforms the network
into a “small-world”, with short paths between any two nodes (like in a completely ran-
dom graph) and maintaining the network highly clustered (as in a regular lattice). These
few “long-distance” connections are responsible to increase the speed of spreading (of
diseases, information, etc.) in this type of network (WATTS, 2004). These links are the
“weak ties” that Granovetter (1983) addressed in his work.

This network topology is particularly interesting for modeling the epidemic evolu-
tion of infectious diseases, such as the Covid-19. It can bring more realistic predictions
about virus’ spreading. Manzo (2020) suggests that considering complex social net-
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works can enable more sophisticated interventions that apply to specific categories or
sets of individuals, expecting collective benefits. This contribution should come because
classical compartmental models look at virus diffusion without modeling the topology
of social interactions.

2.3 CONSENSUS PROBLEM

The model proposed in this thesis for describing social interactions between
agents is founded on a class of problems known in the literature as consensus. In
this section, we present the seminal formulation of the consensus problem to help the
reader understand our proposal.

Consensus problems can be represented as directed graphs, where agents are
represented as nodes and their interaction as edges. Let the set of all communication
nodes be denoted by A/ and the set of edges (or links) by £, where £ C N x N such
that (j,7) € £ if node i receives information from node j. The set of the in-neighbors
of node i (including i itself) will be called N, i.e., N; = {j | (4,i) € £}. (MESBAHI;
EGERSTEDT, 2010; CARVALHO; CORREIA; MORENO, 2015)

The continuous-time consensus algorithm is given by (2) (REN; BEARD; ATKINS,
2007), where z! is the vector of information states of node i and «;; are the elements
of the adjacency matrix, which were described previously.

B= Y a(a] — ) (2)
JEN;
Since the communication between agents occurs at discrete instants of time,
the information state will be updated by a difference equation and the discrete-time
consensus algorithm has the form (REN; BEARD; ATKINS, 2007):

Thr1 = D i} (3)
JEN;
with mij > 0 and
Z 7Tij21,Vi€N (4)
JEN;

where the terms 7;; are called consensus weights.

Toillustrate, we apply both continuous and discrete-time versions of the algorithm
for randomly defined networks of 10 agents. The results are depicted in Figure 6, where
each line represents the information of one agent evolving in time. The agents’ initial
information is their own index, i.e., 336 = i. As we can see, there is convergence on both
versions of the algorithm, since the network topology enables it.
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Figure 6 — Information of each node evolving in time according to the consensus model.

2.3.1 Opinion Dynamics

The model presented by DeGroot (1974) describes the evolution of opinions in
a group of individuals trying to reach consensus on a given topic. It assumes that indi-
viduals update their opinions as convex combinations of their own and those displayed
by others (JIA et al., 2015). So, the opinions update as

21 = W2y (5)

where 2, € R" is a vector holding the opinions of the n agents; W = [w;;] is a row-
stochastic matrix that describes the influence weights.

So, each edge, j SN i, represents the weight that individual i accords to the
opinion from individual j or how much influence j has over i. Notice that, mathematically,
this model is identical to the discrete-time consensus algorithm. The difference comes
from the meaning attached to the variables.

Proskurnikov and Tempo (2017, 2018) have done incredible work by highlighting
the most classical models of social dynamics and also bringing the more recent models
developed. Much of the theoretical knowledge needed to understand these models are
compiled by Bullo (2019) in his book.

2.3.2 Gossip-based Consensus

The asynchronous gossip-based consensus algorithm (BOYD, S. et al., 2006)
is widely explored in the literature. In which, a pair-wise communication is considered,
such that, at each iteration k, an active agent i;. is randomly selected following a uniform
distribution.

Then, the active agent has probability p;; of interacting with agent j. These
probabilities of interaction between agents are arranged in an n x n row-stochastic
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matrix,
P = [pij]
where n is the number of agents in the network.

The gossip algorithm also defines how the agents update their information, but
this will be discussed comprehensively in the Section 4.1. Here, the main interest is the
mechanism that selects when an interaction between two agents occur.

In the synchronous version of this algorithm, no active agent is selected. In-
stead, at each step k, all the agents update their information following the probability
distribution imposed by the matrix P.

2.4 MODEL FOR SOCIAL INTERACTIONS

Finally, we present our proposed model for the manner people interacts with
each other, based on ideas coming from the two models shown in the previous section,
which are widely used in the literature on consensus and opinion dynamics.

They will be called, for short, gossip and DeGroot models, and we present how
the relation between them can be established. This link is made by defining the matrix
of probabilities of interaction equal to the matrix of influence weights, i.e.,

PEW (6)

That connection between the models is the same as saying that the probability
of agent i to interact with agent ; is proportional to the influence that j has over i. The
matrix of probabilities now represents the trust of the agents in one another.

It is noticeable that this modeling for the social interactions is highly dependent of
the network topology. Therefore, a good representation for the connections between the
nodes in an specific application is crucial to achieve meaningful results. Although there
are models in the literature for representing complex networks, the identification of struc-
tures in social media is a very active area in many fields of research (PROSKURNIKQOV;
RAVAZZ|; DABBENE, 2018).

Proskurnikov, Ravazzi, and Dabbene (2018) points out that, in order to model
real interaction in social media, it is necessary to account the time-varying nature of
such networks. Epidemics modeling, the other application addressed in this work, could
also benefits from the use of a time-varying structure in the analysis of specific scenar-
ios. This is the case for some of the simulations that are presented in the upcoming
sections.
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3 DISEASES SPREADING

Mathematical models are used to predict epidemics’ evolution since the begin-
ning of the 20th century, when the seminal work by Kermack and McKendrick (1927)
gave the first step to the class known as compartmental models. They are based on
differential equations that describes the nature of how the population is transferred
between compartments.

Compartmental models were broadly used to predict the spreading of the Covid-
19 (MEDREK; PASTUSZAK, 2020; MANDAL et al., 2020; SCALA et al., 2020). However,
Roberts et al. (2015) states that many infectious diseases are fundamentally stochastic
processes based on the individuals. The work by Estrada (2020) brings a compilation
of the main approaches on the forecast of epidemics, being them: deterministic, data-
driven (HUANG, R.; LIU, M.; DING, 2020), stochastic (HE, S.; TANG; RONG, 2020),
agent-based (CUEVAS, 2020), and their combination. Further, some interesting studies
(LIU, Y., 2020; MARFAK et al., 2020) used Markov chains to model and predict the
spreding. Also, diverse ways of social contact can cause the transmission of a disease,
such as social contact networks, transport systems, metapopulations, etc.

Hunter, Mac Namee, Kelleher, et al. (2020) present a hybrid model, combining
agent-based modeling with classical compartmental models to reduce the computa-
tional cost of the simulation. Their main assumption is that analyzing at a microscopic
level is more relevant when only a few individuals are infected and, after a certain
threshold is passed, individual movements should not matter much.

The urgency of the Covid-19 pandemic certainly concerned the worldwide scien-
tific community. A search in some of the most prestigious journals can emphasize these
concerns. For instance, searching for papers on epidemiological models for Covid-19
at Nature will lead to a total of 241 works, from which we highlight those by Xi He et al.
(2020) and Scala et al. (2020). For more details on the disease, a search in the British
Medical Journal will result in more than 3,000 results. However, we emphasize those
by Wise (2020) and Mahase (2021).

Recent works present forecasting methods built over the data collected from
several countries. Following, we highlight some of these, which use data from the Covid-
19 pandemics in Brazil and provide results concerned with predicting the evolution in
the country. Medeiros et al. (2021) propose a method based on regression models to
forecast the evolution of the pandemic in countries using past data from other countries
that have already passed through a similar stage. The work by Ribeiro et al. (2020)
brings several approaches from Machine Learning and also presents a comparison
between them in terms of accuracy. Scabini et al. (2021) provide a model that builds on
complex networks with multiple layers, such that each layer represents a type of social
group to which the individuals belong (family, work, religion, etc.).
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Ekinci (2021) models new cases of Covid-19 by conditional variance and asym-
metric effects employing variations of Generalized Autoregressive Conditional Het-
eroscedasticity (GARCH). A comparison between artificial intelligence models is also
presented by Silva et al. (2020), being coupled with pre-processing Variational Mode
Decomposition (VMD).

Drews et al. (2022) investigate the difference of forecasts produced by a com-
partmental model and a statistical time series model. They analyze the sensitivity of
the model parameters in data from ten countries. A computational tool is presented
by Paiva et al. (2021) to study the pandemic and perform a trend analysis, in which
numerical optimization is used to calibrate the model parameters.

The automation and control community in Brazil is also concerned with the
pandemic situation, counting with contributions of many researchers in the modeling
and control of epidemics. Santos, Rodrigues, and Oliveira (2022) present an equation-
based model within a sliding modes control strategy. The work of Batista and Cunha Jr
(2020) focuses on regression using the available data.

Batistela, Cabrera, et al. (2020) also present an equation-based model, adding
an immune compartment to enable vaccination effects analysis. The methodology
brought by Tosin, Cunha Jr, and Coelho (2020) is based on global sensitivity anal-
ysis, and they use it to compare variations of a six-compartments model. Almeida,
Morgado, and Arenas (2020) apply a Markov chain-based stochastic compartmental
model to regionally predict the pandemic’s evolution.

The computational model proposed by Gomes and Serra (2021) aims in ana-
lyzing the spread of Covid-19 by using type-2 fuzzy systems and Kalman filtering over
the experimental data. Oro et al. (2020) use Autoregressive Distributed Lag Model to
forecast the number of new daily cases of the disease in a specific population.

Vasconcelos et al. (2022) analyze the epidemic situation through a computa-
tional tool that fits logistic curves of growth to the observed data. The paper by Costa
Jr, Martinez, and Geromel (2022) presents a probabilistic dynamic model of the SIR
(Susceptible-Infected-Recovered) class that describes the temporal behavior of epi-
demics in discrete time.

The model presented by Dias, Queiroz, and Araujo (2022b) combines deter-
ministic and stochastic features and allows the population stratification into subgroups.
Pazos and Felicioni (2020) apply proportional control to Non-Pharmaceutical Interven-
tions (NPIs) aiming at the prevention of Covid-19 spreading over a six-compartments
model.

Purposing to avoid the health system overload, Dias, Queiroz, and Araujo (2022a)
implements a proportional-integral controller on a compartmental model. Pataro et al.
(2022) suggest using model predictive control to plan social distancing policies to miti-
gate the epidemic’s spread.
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Despite the variety of modeling views presented by the community, there is still
a gap concerning microscopic approaches. According to Pastor-Satorras et al. (2015),
we are currently in a second golden age in epidemic modeling, led by the improvement
in the real-world accuracy of the models. This is being achieved by the combination of
available data in large amounts and the explicit simulation of entire populations down to
a microscopic scale. According to Manzo (2020), a microscopic model can add crucial
factors in the analysis, such as isolation level, hygiene habits, and number of hospital
beds needed.

A more recent search on the literature led us to papers that reinforce the sig-
nificance and contributions of our work because they are concerned with nuances of
the problem that are addressed in our proposal. Parino et al. (2021) introduce a meta-
population model to evaluate more sophisticated NPls. Ramos et al. (2021) modify a
compartmental model for including control measures, such as social distancing and
contact tracing. A partial differential equations model is presented by Viguerie et al.
(2021) for capturing dynamics based on human habits.

Gumel et al. (2021) present a brief overview of models used to study Covid-19,
which includes agent-based, network, and statistical models. They also illustrate how
to incorporate new features to seminal epidemic models, such as vaccination and NPIs.
In their work, Sturniolo et al. (2021) state that effects of testing, contact tracing, and
isolation at individual levels can be approximated to aggregate measurements on the
population level.

The work from Nielsen, Simonsen, and Sneppen (2021) warns about the ev-
idence mounting that the Covid-19 pandemic is characterized by “superspreading”.
They also state that to capture this phenomenon an individual-scale model is needed.
Mo et al. (2021) consider passenger contact in public transit to be a crucial factor in
the spreading of infectious diseases. Hence, they introduce a model for this network
of contacts that is time-varying. They also refer to the need of identifying “influential
passengers”, which is the same as the concern with superspreaders raised by Nielsen,
Simonsen, and Sneppen (2021).

After an extensive literature review, we could identify many different approaches
to the forecasting of epidemic spreading. However, the complex networks governing
social interactions are yet to be investigated in this context. Hence, our contribution to
this field is achieved by providing a simulation model that can handle both the com-
plex structures of social interactions’ networks and the behaviors of the agents in a
microscopic level.

Our model for infection evolution eases the customization for other diseases
based on available data about them. This process will be more intuitive than in other
models since it is a matter of defining the relevant states of the disease and building a
histogram of people transitioning between the states on each given day. This ease of
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adding and removing states for the infection evolution also makes more complete anal-
yses possible. For instance, a state representing people in need of a scarce resource,
such as mechanical ventilators, could enable adjusting to the forecasted demand. Other
examples would be the possibility to set different behaviors for people in isolation or
after getting vaccinated to see how it affects the overall spreading.

In this Chapter, we also present two applications of the simulation models. The
first one is a simulation of the SARS-CoV-2 spreading in a building at UFSC (Section
3.3), and it aided in assessing the impact of resuming presential activities at the Uni-
versity. The second application intended to simulate the epidemic’s evolution in a city
(Section 3.4), generating meaningful information for the health administration entities.
These results show the model flexibility to changes both in the network and in the
infection evolution descriptions.

3.1 BACKGROUNDS ON MODELING EPIDEMICS

In the literature on epidemiology, mathematical models are used to simulate
and analyze the evolution of epidemics in populations of interacting individuals. There
are many models for a variety of scenarios and disease’s types, such as Sl, SIS, SIR,
and SEIR. They are named according to the first letter in following terms: Susceptible,
Infected, Exposed, and Recovered (or Removed). These terms represent the individ-
ual’s states considered in each model or the compartments in which individual can
be placed, in a compartmental modeling point of view. The Susceptible compartment
holds the individuals that are healthy and may be infected by the etiological agent.
The Infected contains individuals that currently have the disease and are transmit-
ting it. The Exposed includes those individuals that were exposed to the etiological
agent, but did not showed symptoms and/or are not able to transmit it yet. Finally, the
Recovered contains individuals that have been removed from the transmission chain
of the modeled infectious disease, either by recovering and becoming immune or by
death (DALEY; GANI, 1999). We believe that the term Removed is more comprehensive
than Recovered, and it does not affect the models’ nomenclature. Also, the currently
available data on Covid-19 indicates that asymptomatic individuals are able to infect
others, which disagrees with these classical models.

In compartmental epidemiological models, as the etiological agent spreads in
the population, there is a transit of individuals from one state to another. In other words,
the population’s fraction allocated in each compartment changes as individuals are
exposed, infected, healed or killed. The key distinctions among models are the states
considered and how the transitions between them occur for each studied epidemic. The
SIS (Susceptible-Infected-Susceptible) model represents diseases for which there is no
acquired permanent immunity; after a person being infected and recovered, she/he be-
comes susceptible to the disease once more. In SIR (Susceptible-Infected-Recovered)
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model, once an individual is infected by the disease, she/he can only be removed from
the chain of transmission. In SEIR models, there is an intermediate stage represent-
ing the latent period between exposure to the etiological agent and symptoms onset,
allowing the depiction of different degrees of virality that occur in these two stages
(HETHCOQOTE, 2009).

We show the transitions between each state in a SEIR epidemiological model
in Figure 7. The Greek letters over the arrows represent the rate that individuals go
(or “flow”) from one compartment to the other: 3 is the transmission rate, with which
the susceptible individuals are exposed to infected individuals; ¢ is the rate of exposed
individuals becoming infected, the inverse of this value (1/¢) is the incubation period;
~ is the recovery rate, describing how “fast” an infected individual recovers from the
disease; ¢ is the mortality rate of the disease. The inverse of the sum of mortality and
recovery rates (1/(d + 7)) indicates the mean time of infection or prevalence of the
etiological agent in the affected population.

Y

~EB—~1) B

14

Figure 7 — SEIR model diagram.

It is common to express the SEIR compartmental model as a set of differential
equations describing the evolution in time of the number of individuals in each state or
compartment. For the model shown in Figure 7, we have
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where Sy, Fy, I, Ry represent, respectively, the number of susceptible, exposed, in-
fected, and removed individuals at time ¢; < is the average number of contacts for each
individual in the population. The total number of individuals in the population is denoted
as n. Notice that Sy + Ey + I; + Ry = nforany ¢t > 0.

Compartmental models assume homogeneous populations, where the interac-
tions between individuals occur in a regular way. Although they can provide good
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estimates for the spreading of epidemics in urban and uniform populations, such ap-
proaches may wrongly estimate the evolution of infectious diseases in populations from
diverse cities/countries. The scientific community is aware of these flaws and has been
exploring different approaches, such as subpopulation, spatial and intertwined models.

Recent works, like the one presented by Shi, Cao, and Feng (2020), extended
the SEIR model in order to encompass quarantine states and infections during the
Exposed state. This revealed to be needed, since new infectious diseases, such as
Covid-19, are presenting contagious behavior even in asymptomatic individuals. In
classical models, these individuals are considered exposed to the virus, but not able to
transmit it to others (LIU, T. et al., 2020).

The model proposed by Shi, Cao, and Feng (2020) to depict the Covid-19 epi-
demic has three new states besides the originals (SEIR). They are Sq, Eq, and H
representing, respectively, the number of susceptible individuals in quarantine, exposed
individuals in quarantine, and hospitalized individuals. The authors considered that
hospitalized individuals are unable to infect others, or have a low probability of doing
it, because they are isolated. The states and transitions considered for this model are
depicted in Figure 8. The transit between the SEIR compartments is given by the rates
3,0, and e described before. For the new compartments, specific isolation rates are
defined to represent the transition into them.

Quarantine
and
Observation

A 4

L

Figure 8 — Diagram for the model altered to address a Covid-19 epidemic.
Source: Shi, Cao, and Feng (2020)

3.2 SIMULATION MODEL

Each agent in the simulation is modeled as a finite set of states and the tran-
sitions between them can occur in two main ways. The first one is given by a social
interaction process that can cause a susceptible agent to become infected. Once in-
fected, a second process starts, which we called infection evolution. In this second
stage, the states and transitions are defined according to the disease being repre-
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sented. We depict this general view of the agent in Figure 9. We give more details on
each of these processes in the following sections.

Social Interactions Infection Evolution

Figure 9 — Overview of the agents’ evolution, where SA means “Susceptible Agent” and
IA means “Infected Agent”.

The social interactions can cause a susceptible agent to be infected by the
disease. Besides the probability of occurring the interaction, the infection also will
happen with a given probability, which can be customized according to the reproduction
ratio of the studied disease. The interactions in our model are given in a pairwise
and non-deterministic way, as described by the model presented in Section 2.4. The
probability of two agents interacting is given by the weight attributed to the link between
them in the adjacency matrix that describes the network. Hence, the configuration of
the network plays a fundamental role in this model.

For this reason, we thought necessary to consider more complex network struc-
tures in our work, such as the Watts-Strogatz model presented in Section 2.2. Also,
the social interaction pattern can be time-dependent to represent periods of quarantine
and relaxation in the same simulation. There is room also to define diverse classes of
agents, representing people that are more careful or others that have more links than
average, for instance.

3.2.1 Infection Evolution Model

The infection evolution model describes the states and transitions one agent can
experience after being infected. Persons react in different ways to the same diseases.
Hence, we defined probabilistic transitions between states. The probability of transi-
tioning is time-varying and depends on how many days have passed since the last
transition. We illustrate that concept in Figure 10. These probabilities can be inferred
from real-world data, e.g., accounting for how many people display symptoms each day
after being infected by an etiologic agent.

An important remark is that the probabilities in our model are cumulative, in the
sense that, for instance, even if few people transition on the 8th day, the probability
of transitioning on this day is higher, if is given that the transition did not occur before.
Generically, we can say that the conditional probability of transitioning on day d, given
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Figure 10 — lllustration for the concept of probabilistic transitions between states, in
which the probability varies as time passes since the previous transition.

that it has not transitioned yet, is obtained by summing all probabilities of transitioning
from day 1 until day d. This cumulative distribution guarantees that the agents do not
get caught in a deadlock.

Further, if a state can lead to multiple other states, the probability functions
should be multiplied by factors that add up to one. These factors represent the per-
centage of people that transition to each state and can also be inferred from data.
For instance, in the Covid-19 pandemic, the infected agents can either present Mild
Symptoms, Severe Symptoms, or Recover without showing any symptoms.

3.2.2 Simulation Steps

In this section, we summarize the generic steps of a simulation for the evolution
of an epidemic using our model. We present a flowchart for these steps of our simulation
model in Figure 11.

The initial step is the Scenario Set-up, consisting of configuring:

» The Infection Evolution Model;

» The Social Interaction Model.
To define the infection evolution model, we need to describe which states an agent
can go through and how (or if) one state can lead to another. This definition should
be reasonable following the disease of interest. Also, in this step, the probabilities
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Interaction between
Susceptible and Infected?
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Social Interaction
Susceptible Agent can
become Exposed
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states respecting the
Probabilities Distributions

Passage of one day on
simulation time

inal day of simulation or no
more infected agents?
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v

Save Data

Figure 11 — Step-by-step of the simulation process applied to the illustrative example
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distributions of state transitioning are set up.

In the social interaction model definition, we should set parameters related to
the population and the network connecting its individuals. We must define the number
of agents and their initial state, which can be drawn by randomly selecting agents
based on given percentages of the population that start at each state. We can also, for
instance, select part of the individuals to represent careless people, i.e., people with a
higher probability of infecting/getting infected during social interaction.

Regarding the network governing social interactions, we should define: if it is
static or dynamic; the number of clusters; the edges, representing possible social inter-
actions, both inside and outside the clusters.

3.3 ASSESSING THE RESUMPTION OF PRESENTIAL TEACHING ACTIVITIES

In this section, we employ the knowledge acquired from simulating people in-
teracting in networks as an effort to create useful predictions for the spreading of
SARS-CoV-2. The model for the random interactions people have each day was the
same used for addressing the information spreading problem. However, we proposed
a new model for depicting each person and how their behavior changes according to
the stage of the infection they are currently in. The results from the combined models
are promising. The findings of this work were an asset for the scientific committee from
the Federal University of Santa Catarina (UFSC). We carry a specific study to evaluate
the impact of resuming presential activities in the University, the results achieved are
published in an article at the website of Covid-19-SC Group (SALEM; MORENO, 2020).

The objective of carried simulations was to analyze the impact of resuming
presential teaching activities at UFSC. For this purpose, we used a non-deterministic
simulation model, grounded on the interaction of connected agents in a network. Each
connection representing a possible (direct or indirect) contact between two persons,
which may lead to an infection by SARS-CoV-2.

We considered a scenario with a single building from UFSC, assuming that this
could be scaled to the total number of students without significant losses. Besides that,
we also assumed that part of the students would be resistant or careless to prevention
measures and, for that reason, they would have greater probability of being infected.
We analyzed the effect of limiting the number of students per classroom, taking into
account that this would also reduce the number of interactions per day for each agent.
Finally, due to the probabilistic nature of the model, we run 100 simulations in each
scenario to obtain more meaningful information from the results.

The explanation for the simulation model is divided in two parts: the model for the
agents, which defines how each person acts “internally”, i.e., how they pass from one
state to the other; and the model for the network, which indicates what are the possible
interaction between the different agents in the simulation. Following, both components
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will be detailed.

3.3.1 Model for the infection evolution

In essence, each agent is defined as a finite state machine, i.e., they can be at
only one state per time, and they can perform transitions from one state to another if a
given pre-established condition is fulfilled. Figure 12 depicts the state machine chosen
to represent the agents in the present analysis.

Figure 12 — State machine for the individuals, where: S — Susceptible; E — Exposed;
| — Infected; R — Removed.

This states are equivalents to the compartments considered in SEIR epidemio-
logical model, which is widely used in the literature. However, it is valid to describe their
meaning to clear any question related to the simulations shown here.

e [S] Susceptible: A person that was never infected by the virus, therefore,
he/she can pass to the Exposed state when in contact with an Infected per-
son;

¢ [E] Exposed: A person that have been in contact with an Infected and caught
the virus, but his/hers viral load is insufficient to transmit it for other persons;

¢ [l] Infected: A person that caught the virus some time ago and is able to infect
Susceptible persons, if a contact occur;

¢ [R] Removed: A person that caught the virus and already passed the period
in which he/she could infect other persons.

The state [R] may require further explanation. The term Removed was cho-
sen because this state could represent many things, such as: a person that kept in
quarantine after symptoms onset; a person that was hospitalized due to more severe
symptoms; a person that recovered fully from the infection; or a person that died from
complications. In short, it represents any causes that lead to the person not being able
to infect others anymore.

It is also valid to emphasizes that in the present simulations, people in [R] state
are not factually removed from the system. This means that, as the number of agents
in [R] state rises, the probability of an agent in [S] state getting infected drops. This
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is due to the fact that “removed” nodes keep on being randomly picked for interacting.
However, when this occur, they do not interfere in the state of others. If we do not carry
simulations in this way, it would be more reasonable that the number of interactions per
day dropped as the number of people to interact with also shrinks.

The transition triggers defined for the state machine in Figure 12 are non-
deterministic events. The first transition, from [S] to [E], occurs when the agent in
[S] randomly choose to interact with another that is in [l]. And, given that this contact
occurred, there is still a probability of the agent in [S] does not get infected.

The other two transitions, from [E] to [I] and from [I] to [R], happens after a
certain number of days have passed since the last transition. This means that there is
a transition probability for each given day, counting from the day the agent entered the
current state. Figures 13 and 14 depicts that concept. It is worth emphasizing that these
probabilities accumulate. For instance, given that, in the fourth day since last transition,
the agent still not passed from [E] to [I] the probability of that occurring in that day is 1
(that is, it will always occur in these circumstances).

A

probability

time[days]

Figure 13 — Transition probability from exposed [E] to infected [I] as a function of the
number of days since the transition from susceptible [S].
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Figure 14 — Transition probability from infected [I] to removed [R] as a function of the
number of days since the transition from exposed [E].

3.3.2 Model for the social interactions

In these simulations, a single building at UFSC is considered, being composed
of 52 classrooms. The number of students per classroom will be given when presenting
the simulation scenarios. Hence, it is assumed that each classroom is a full-connected
network, i.e., a contact may occur between any members of this cluster. This setting is
shown in Figure 15, with 20 students in each classroom.

The number of classrooms and students were chosen based on the structure
of buildings present at our University. The assumption of a complete graph for the
contacts inside the classroom is based on the fact that all students will be sharing the
same closed space, which allows interactions, as well as infections, to occur between
any pair of students.

Besides the contacts in the classroom, random encounters outside the cluster
are considered. This latter contacts are referred in the text as “hallway contacts” for
simplicity. However, they may occur in bathrooms or any other environments shared
between clusters. For these hallway contacts, at each day, a Watts-Strogatz graph is
generated for all the students in the building, as exemplified in Figure 16. The Watts-
Strogatz graphs were generated with a mean-degree of 6 and a re-wire probability of
0.25.

Therefore, at each day, a given number of interactions happens inside the class-
room and another number of contacts occur in the “hallways”. The interleaving of these
two kinds of interaction is given in a random manner.
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Figure 15 — Graph representing the isolated clusters (classrooms).

Figure 16 — Example of graph representing the random interactions between all nodes.
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3.3.3 Simulations and Discussion

We considered three different scenarios for the simulations. In all of them, given
that an potentially infectious contact happened (that is, between a person in [S] with
another in [l]), the infection probability is defined as 0.03 (3%). In case the person is
“careless”, this probability rises to 0.15 (15%).

Also, in all scenarios, 5% of the total population is randomly picked to be “care-
less”, rounding down the result to the nearer integer. The number of individuals initially
in state [I] is 0.5% of the whole population, rounding up the result to the nearer integer.
Individuals that does not start in state [I] will be in state [S].

Hence, what differentiates the three scenarios is the variation of the following
parameters:

e Number of persons per cluster;
e Number of contacts inside the cluster (classroom) per day;

e Number of hallway contacts per day.

The name chosen to represent each scenario indicates the value set for each
of these parameter in the same order that they are presented. Since the number of
classrooms (clusters) is fixed, varying the number of persons per cluster will directly
affect the size of the population in each scenario. Therefore, the first scenario, called
20-10-6, will have 1040 agents in total. The second scenario, 15-7-4, will have 780
agents. And the third one, 10-5-4, a total population of 520.

As previously mentioned, we carried 100 simulations for each scenario. All simu-
lations considered an interval of 30 days, such that the data referring to the 31st day is
presented to depict the situation at the end of the 30th day. That is the same as saying,
the final state of each day is the initial state to the following day.

Figures 17 to 19 show the results for scenario 20-10-6. Figure 17 shows the
mean values for the 100 simulations, along with the corresponding standard devia-
tion.Figures 18 and 19 are stacked bar plots depicting only the average values. The
latter, Figure 19, omits the number of persons in state [S] for better visualizing the total
of persons that caught the virus in this scenario. Besides that, the latter plot present the
normalized values in relation to the total population for the scenario.
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Figure 17 — Mean and standard deviation for the spreading in the 20-10-6 scenario.
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Figure 18 — Stacked bars plot for the average number of persons in each state, for the
20-10-6 scenario.
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Figure 19 — Stacked bars plot for the average percentage of people that caught the
virus, for the 20-10-6 scenario.

Since presenting the statistical analysis for every time step would be too exten-
sive, we selected two days to illustrate the behavior of these random variables. We
elected a point in the middle (k = 15) and at the end (k = 31) the simulations. In Table 1,
we present the analysis for scenario 20-10-6, where 1 is the mean, Cl (95%) is the 95%
confidence interval for u, o is the standard deviation, and ¢,, = o/ is the normalized
standard deviation.

From the values in Table 1, we can observe that the data variance grows as the
simulation days increase. This behavior is expected since the random variables always
start from the same initial conditions and any deviation between two different runs of
the simulation will accumulate over time.

Table 1 — Statistical analysis for scenario 20-10-6

o Cl(95%) | o on
S;(15) | 972.6 + 3.7 18.6 | 0.02
Si(31) | 8447 | +1241 | 61.20.07
E;(15) | 18.2 +14 7.1 |1 0.39
E;(31) | 28.3 +22 |10.9|0.39
L(15) | 136 | +1.1 | 54 |0.40
I;(31) | 27.0 +2.2 10.9 | 0.40
R;(15) | 35.7 +1.8 8.9 | 0.25
R;(31) | 140.1 +85 |43.10.31

We have run a Maximum Likelihood Estimator (MLE) for assessing if the simu-
lations’ outputs could be fitted by a normal distribution. In Figure 20, we present the
results of this process for the random variable R;(k) on the same days of the previous
analyses (k = {15, 31}), still for the 20-10-6 scenario. The purpose of this analysis is to
illustrate that the outputs approximate a normal curve. Hence, we will not extend this
representation for every random variable, on each day, and at each scenario.
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Figure 20 — Histograms of values for the random variable R;(k) on different replications
of the simulations for scenario 20-10-6

Figures 21 to 23 show the results for the 15-7-4 scenario. They are presented in
the same order and meaning of the previous scenario.
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Figure 21 — Mean and standard deviation for the spreading in the 15-7-4 scenario.
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Figure 22 — Stacked bars plot for the average number of persons in each state, for the
15-7-4 scenario.
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Figure 23 — Stacked bars plot for the average percentage of people that caught the
virus, for the 15-7-4 scenario.

We present the statistical analysis for the 15-7-4 scenario in Table 2. The in-
terpretation of these measurements is similar to the previous case. However, we can
notice that there was an increase in the dispersion of the results, which is clearer when
analyzing the normalized standard deviation, o,,.

Figures 24 to 26 show the results for the 10-5-4 scenario. They are presented in
the same order and meaning of the previous scenario.
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Figure 24 — Mean and standard deviation for the spreading in the 10-5-4 scenario.
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Figure 26 — Stacked bars plot for the average percentage of people that caught the
virus, for the 10-5-4 scenario.

Furthermore, in Table 3, we summarize the data from the statistical analysis
over the 10-5-4 scenario. The interpretation of these measurements is similar to the
previous scenarios. Once again, we can observe an increase in the standard deviation
of most of the random variables. This can indicate a general behavior brought to sight
by our simulations, which is the increase in results variance in inverse proportion to the
population size.

Table 3 — Statistical analysis for scenario 10-5-4

[ Cl(95%) | o on
S;(15) | 4989 | +15 7.7 | 0.01
S;(31) | 4776 | +42 |21.2|0.04
E;(15) | 4.2 +0.5 2.8 | 0.66
E;(31) | 3.9 + 0.7 3.7 1 0.96
I;(15) | 3.3 +0.5 2.3 | 0.69
I;(31) | 3.8 + 0.7 3.5 092
R;(15) | 13.6 + 0.9 45 |0.33
R;(31) | 34.7 + 3.1 15.8 | 0.45

Even considering a low infection probability, resuming presential activities at
UFSC could leave to a new wave of infections in the city. However, the simulations
indicate that a restriction in the number of students per classroom could be effective in
counteracting contagion. In relative terms, classrooms with 20 students would leave to a
infection of about 19% of the whole population at the end of 30 days. In classrooms with
only 10 students the infection would drop to little more than 8% of the total population.
It is worthy to remember that both scenarios start with 0.5% of infected agents.

Even that this restriction have a positive impact, it is not sufficient for definitively
holding the virus spread in campus. It would be necessary some measure to reduce
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the time a person is actively infecting others (state [I]). However, testing all students
every day, or even every two days, is unfeasible.

Hence, a high risk is verified in the possibility of resuming fully presential activities
in a near future. The shrinking of this risk is associated to restricting the number of
contacts, by reducing either the number of students per classroom or the time that
students remain in the University. It is important to emphasize that this study did not
take into account the contamination in the displacement towards the University, neither
the interaction with models of propagation in the city as whole. Both factors would
impact significantly in worsening the results presented here.

3.4 PREDICTING THE VIRUS SPREAD IN A CITY

The same principles that grounded the simulations in previous section can be
used to obtain results that provide more information to specific problems. For instance,
the number of people needing medical attention at the same time, and those who will
be taken to Intensive Care Units (ICUs) are critical knowledge for the city administration.
Being able to predict this allows a better resource allocation, which impacts directly in
preventing deaths.

3.4.1 Model for the infection evolution

The concept of transitions with time-dependent probabilities presented in the
previous section is also employed in this case. However, the probabilities will not be
explicitly depicted (as they were in Figures 13 and 14) for two reasons: there are
many transitions in this model; and the probability values are defined without a strong
foundation due to the disease novelty.

The point is that the model is flexible enough to easily adapt for new estimates
of the probabilities as more data is collected and the scientific community advances
toward a better understanding of the disease. The states and transitions considered for
the simulations shown ahead are depicted in Figure 27.
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Figure 27 — State machine for the individuals, where: S — Susceptible; Ns — No symp-
toms; Ms — Moderate symptoms; Ss — Severe symptoms; H — Hospital-
ized; Hv — Hospitalized using ventilator; R — Recovered; D — Dead.

The states considered for this model can be viewed as subdivisions from the
ones in SEIR-based model presented previously. This division into more specific groups
allows the agents to have diverse behaviors according to their current health condition.
The meaning of each state in the simulation is given as follows.

e [S] Susceptible: A person that never got infected by the virus, therefore,
he/she can pass to state [Ns] when in contact with an infected person (i.e., in
state [Ns], [Ms], [Ss], [H] or [HV]);

¢ [Ns] No symptoms: A person that already caught the virus but do not present
symptoms, his/her condition can evolve to state [Ms], [Ss] or even [R];

e [Ms] Moderate symptoms: A person that presents mild to moderate symp-
toms, he/she will pass to state [R] without needing to be hospitalized;

e [Ss] Severe symptoms: A person presenting symptoms that require medical
attention, he/she can pass to state [H] or [Hv];

¢ [H] Hospitalized: A person admitted into a hospital, he/she can either recover
(state [R]) or die (state [D]);

¢ [Hv] Hospitalized using ventilator: A person in critical situation, requiring the
use of a ventilator to keep she/him alive;

¢ [R] Recovered: A person that caught the virus but no longer can infect others;

e [D] Dead: A person that deceased due to disease complications.

The dashed transition from [Ss] to [D] is only used for scenarios considering the
health system overload. More specifically, it represents the sad situation when a person
requires a ventilator and there are none available. Hence, instead of going to an ICU
bed and being intubated (state [Hv]), the patient dies (state [D]).

This model enables several possibilities of policies evaluation. For instance, one
may want to compare the effect of a complete lockdown versus quarantining only
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people showing symptoms. This could be made by constraining (or even suppressing
completely) the number of daily contacts that an agent will have while in a given state.
However, comparisons in this directions are hitherto unexplored.

It is worth pointing out that some states in this model can lead to more than
one other state (e.g., [Ns] can transition either to [Ms], [Ss] or [R]). In these cases, the
maximum value for the accumulated probability of each transition should not be 1, but
rather the portion of cases that evolve to each corresponding states. As an example,
in the simulation illustrated in Figure 33, it is assumed that from all infected persons
in state [Ns], 55% will display moderate symptoms (state [Ms]), 15% will have severe
symptoms (state [Ss]), and 30% will remain asymptomatic until recovery (state [R]).
This numbers are constantly being updated. Currently, more accurate values could be
drawn from the work of Stokes et al. (2020).

3.4.2 Model for the social interactions

In the simulations presented here, we defined the network topology as clusters
representing the neighborhoods, in which a Watts-Strogatz network defines how people
are related. Besides that, a certain number of random temporary connections between
clusters is created each day.

Figure 28 depicts the initial graph for the network in the simulation. It is an
abstraction of the city of Florian6polis (Santa Catarina/Brazil) scaled down by a factor
of 100. Hence, a total population of 4818 agents is considered, equally divided into 66
clusters (neighborhoods). At the beginning of each day, 48 random links (1% of the
population) are created between different clusters. At the end of each day, these links
are removed.
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Figure 28 — Example of a graph at the beginning of the simulation.

To initialize the simulation, 4 agents are randomly drawn from the entire popula-
tion to start in state [Ns] (represented by yellow nodes in the graph). Similarly, 1 agent is
selected to start in state [Ms] (represented by the orange node in the graph). In Figure
29, we present the QR codes that leads to videos showing two illustrative scenarios of
this simulation setup.

(a) No limiting ventilators, also accessible in: (b) Limiting ventilators, also accessible in:
https://youtu.be/gjyyy1ox-rk https://youtu.be/U-9_F5vx2Ps

Figure 29 — QR Codes directing for animations showing the Covid spreading evolution
according to our model in two different scenarios.


https://youtu.be/gjyyy1ox-rk
https://youtu.be/U-9_F5vx2Ps
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3.4.3 Simulations and Discussion

The simulations shown here seek to illustrate the model’s potential and flexibility.
Initially, a comparison is made between two scenarios that differ from each other by
the number of available ventilators. In both scenarios, 100 simulations were carried to
obtain more meaningful results, reducing the effect of randomness in the analysis.

The first scenario in this comparison considers unlimited ventilators, i.e., every
agent needing a ventilator will successfully pass to state [Hv]. Figure 30 shows the
mean values on the 100 simulations for this case, along with the corresponding standard
deviations. In this scenario, Infection Fatality Rate (IFR) is 1.32%. IFR is defined as the
number of dead persons divided by the total number of persons that caught the virus.
At the epidemics end, the total number of persons that caught the virus is simply the
sum of agents in states [R] and [D].

Evolution averaged in 100 simulations
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Figure 30 — Evolution of cases averaged over 100 simulations, not considering the
health system overload.

The second scenario considers that only 4 ventilators are available. This may
sounds too little, but it is, in fact, the number of ventilators available in Floriandpolis after
applying the same scale factor used in the total population. Figure 31 shows the mean
values on the 100 simulations for this case, along with the corresponding standard
deviations. Here, the IFR rises to 1.99%. This represents a increase of 50.8% in the
number of deaths.
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Evolution averaged in 100 simulations, considering saturation in ICUs
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Figure 31 — Evolution of cases averaged over 100 simulations, considering the health
system overload.

To depict the number of people who would die by the lack of ventilators, Figure
32 shows the evolution of how many agents were in [Hv] state on the first scenario,
alongside with the ventilator-equipped ICUs capacity considered in the second scenario.

Persons

1 5 9 13 17 21 25 29 33 37 41 45 49 53 57 61 65 69 73 77 81 85 89 93 97 101 105

Time [days]

Ventilators Needed === Ventilators Available

Figure 32 — Comparison of ventilators demanded versus available (averaged over 100
simulations).

In absolute numbers, the average of deaths in the first scenario is 49.99, while
it is 75.1 in the second one. Considering the scale factor employed, this means 2511
more deaths in only one city.
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At last, we present another computational experiment. Here, the number of sim-
ulation rises to 1000 for evaluating the effect in standard deviations. Also, the transition
probabilities are changed to illustrate the impact of these parameters in the overall
number of agents in each state. The results from this experiment are shown in Figure
33.
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Figure 33 — Evolution of cases averaged over 1000 simulations.

It is noticeable that the standard deviations did not changed much in relation
to the last experiment. Hence, one can assume that 100 simulations is enough to
obtain reliable information. Since simulations with many agents take a long time to be
computed, this is an important result to make the experiments feasible.

Also, the number of deaths highlights the impact of changing the transition prob-
abilities. This feature can be used to validate the model. Using parameters from another
virus or contagious disease that have more reliable and established data, the model
can be tuned to predict its spreading and compared to historical information on the
subject disease.
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4 INFORMATION SPREADING

The development of applications on the web 2.0, combined with portable devices
and Atrtificial Intelligence (Al) algorithms, the first Online Social Networks (OSNs) appli-
cations designed to get people in contact and make friends, turned into social networks
made up of over 2 billion users. This combination of communication networks, portable
devices, and Al has irreversibly changed the way people interact and make decisions
(VAN DIJCK, 2013).

This impact from OSNs brought the attention of many researchers, especially in
the community of Systems & Control, due to possibilities of applying well-known tools
of representation, such as graph theory, and the utilization of dynamical systems to
model the diffusion of information and the achievement of consensus. In some measure,
these problems are very similar to one studied in cooperative mobile robotics and other
applications (PROSKURNIKOV; TEMPO, 2017; BULLO, 2019).

Besides the developments in control and modeling of social networks, many
philosophers, sociologists, and political scientists are addressing these new phenomena
that arouse in social behavior by the massive utilization of social networks (HAN, 2017).
Not only to understand the newly emerging collective behaviors but to foresee possible
consequences and ethical dilemmas in the usage and manipulation of social networks
(VALLOR, 2016; HOWARD et al., 2018).

Despite the vast possibilities and innovations generated by OSNs, many of them
being an essential tool for our everyday life; like any other disruptive technology, society
must be aware and discuss potential undesirable side effects. In the last years, many
disturbing effects of the abuse or misuse from OSNs have been reported in media.
Manipulation of public opinion in elections by massive robotic nodes, mob attacking
innocent people, non-precedent diffusion of fake news, bullying among teenagers, pro-
filing of users overruling privacy, and many others.

The first works considering ethical questions on OSNs were more related to the
effects of the overexposure and privacy breaches. However, with the use of Al to make
profiles from users on social networks, more attention has been given to the possible
manipulations of will, desires, and free choices. More recently, the use of apps to share
messages, as a tool for disseminating fake news and influencing elections, was at the
center of the debate of the misuse of OSNs. Following previous works on the modeling
of opinion diffusion in social networks and trying to consider ethical questions, one of
the subjects addressed in this document is the analysis of the effects of information
dissemination.

The first internet-based social networks were launched at the end of the 1990s,
allowing people to create profiles and list friends and classmates (BOYD, D. M.; ELLI-
SON, 2007). After the proliferation of many platforms, the instant messaging services
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increase the usage of OSNs, but the great step was given with the applications that
enable sharing of content, turning these platforms into large corporations, and the
applications into techno-cultural devices (VAN DIJCK, 2013).

New manifestations emerged with the use of OSNs, such as the dissemination
decentralization of cultural products, as well as news and opinions through blogs, and
the use of social networking platforms, among others. These manifestations soon at-
tracted the attention of scholars, trying to analyze possible ethical and social impacts,
especially from social networking platforms. Many philosophers of technology, such
as Albert Borgmann and Hubert Dreyfus, pointed out some possible risks to human
relations from the overexposure in social networking (VALLOR, 2016). However, due
to the continued development of new applications, the widespread popularization of
mobile phones, and the use of Al, the previous analyses were overwhelmed by new
mass behaviors on a global scale.

Nowadays, by using shared information provided by users, applications are de-
signed to support many activities, such as finding a job, renting a house, or even
connecting citizens to run a neighborhood. One of the most critical aspects of OSNs
is the free exchange of information by users in small or large groups. These new uses
have changed many aspects of everyday life due to new social and political phenom-
ena. According to many studies, the utilization of OSN changed the political space. The
democratization of access to media, information production or consumption, and the
increase of the power of mobilization were some of the major benefits.

However, the constitution of large groups to exchange ideas and information,
gave rise to a phenomenon of polarization (HAN, 2017) and a “tendency to reward viral-
ity over veracity may harm information quality and democratic discourse” (NEUDERT;
MARCHAL, 2019).

OSNs have been massively used, across the world, not only as a democratic tool
for the dissemination and debate of ideas and proposals, but also for manipulation pur-
poses (TARDAGUILA; BENEVENUTO; ORTELLADO, 2018; BRADSHAW; HOWARD,
Philip, 2017). Many factors contributed for increasing this type of usage, such as: lack
of legislation, distributed structure, tendency to virality, and characteristics of fast and
deep propagation of fake news, due to novelty and emotional appeal of the content
(VOSOUGHI; ROY; ARAL, 2018),

This manipulation is based on the diffusion of personalized messages grounded
on tools for profiling users but also with the use of robotic nodes, social media bots, in
messaging applications (HOWARD et al., 2018; WANG, P.; ANGARITA; RENNA, 2018).

The ethical issues of these misuse of OSNs are related not only to privacy and
security but with trust and social manipulation, undermining democratic processes,
urging the development of policies and regulation tools (TURCULET, 2014; HOWARD
et al., 2018). Another important aspect is the impact of the network misinformation in
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health decisions, by the spreading of fake science, affecting the public health system
(SHAO et al., 2018). This became explicit during the Covid-19 pandemics.

The proposal of strategies to prevent the misuse and manipulation of large
groups in social platforms, together with the studies about social behavior, constitutes
a major concern for academia, legislators, and social actors.

The study of policies to avoid the misuse of private information has received
considerable attention, and the adoption of new legislation has been debated and
approved. On the other hand, the detection of fake news web-based services and
algorithms to fact-checking are becoming essential tools (ZHANG, X.; GHORBANI,
2019). Also, some measures could be taken to limit the number of members of groups
in instant messaging applications and the number of times that users can forward
messages.

Motivated by these concerns, we propose a model for the information spreading
in OSNs. In this chapter, we present the model formulation and some extensions that
considers some of the many aspects that may influence on a human’s decision process
over accepting (and possibly sharing) a given piece of information. We also provide an
analysis of the node centrality’s effect on the output of our model.

4.1 INFORMATION EXCHANGE MODEL

One of the concerns of this research is the spreading of information through
Online Social Networks. So, modeling the agent consisted in describing the mechanism
it uses to choose which information is accepted. Opinion dynamics and consensus
were the fields that grounded this modeling. Hence, it is worth mentioning that the
terms opinion and information may be used in this chapter interchangeably.

The literature on consensus brings applications that deal with continuous opin-
ions, i.e., where the opinion of a robot on an issue belongs to the set of real numbers.
For instance, this is the case for multi-robots systems handling problems such as for-
mation control (CORREIA; MORENO, 2015), where the robots need to synchronize its
velocities, and rendezvous in space (SALEM; MORENO; CASTELAN, 2018), where
the robotic team decides the best point to meet.

However, when analyzing information spreading in networks, it is not appropriate
to assume that the agents will perform a computation and come up with a new piece of
information. Hence, the gossip model is altered to encompass the behavior of agents
that only exchange information from a finite set.

From the original gossip algorithm (BOYD, S. et al., 2006), whenever an interac-
tion occurs, the active agent will update its information as

a:z,+1 =(1- Vl)xzj + I/iI‘]i , 1 =1y (7)

where v/ is a constant representing the trust of agent i in its neighbors.
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The other agents (including j) persist their information to the next iteration, i.e.,

Thoq = h, VI # i (8)

The definition made in (6) is an important step to handle discrete information.
Since the matrix of interaction probabilities now represents the trust of the agents to
one another, a new assumption over the gossip model can be made.

In (7), consider that v = 1, Vi. Then, it simplifies to

x%{—kl = 13 (9)
where xf{ is the information from agent i. This way, whenever an interaction occurs,
the active agent does not compute a weighted average of its information and the one
displayed by its chosen neighbor.

Instead, the active agent will replace its opinion entirely, which guarantees that
the information will be only exchanged, and no new information is created within the
network. This way, the present model is said to handle discrete information. Originally,
the gossip algorithm did not allow an agent to interact with itself, i.e., p;; = 0 Vi. This is

reasonable given how the agents updates their information in that model, but now this
constraint is toppled to enable agents sticking with their actual information.

Figure 34 — QR Code directing for the animation illustrating the consensus
with information from a finite set, also accessible through the link:
https://youtu.be/R3nEx1tgL_I.

Figure 34 shows a QR Code for viewing an animation illustrating the information
exchange according to our model. A fundamental aspect of this model is that the
connections and its weights are the only factors influencing the information-exchange
process. In other words, at this point, the content of the information is irrelevant.

Further, the fact that the information spreading evolution in our model depends
only on the current state enable using Markov chains to describe the same dissemina-
tion process. However, if we modeled it as a Markov chain, we would have to create a
different state for each combination between the agents and the pieces of information
exchanged in the network, making the computational cost unfeasible with many agents
and/or pieces of information.


https://youtu.be/R3nEx1tqL_I
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In his thesis, Carvalho (2020) explored further this question, stating that such
systems can be seen as a Markov chain with N" states, where N is the number of
unique pieces of information and n is the number of agents. Therefore, each state of
this Markov chain would be an n-dimensional vector containing the current information
of each node. Also, he concludes that this exact Markov chain used to describe the
information spreading in small systems becomes impracticable in real-world problems,
being too complex to be applied even for a few numbers of nodes.

During the development of this thesis, we were able to envision and provide
models for two situations when the interactions’ probabilities may change through time
accordingly to factors different from the interpersonal trust linking the agents. These
factors are the person’s self-esteem over a given issue, which changes the probability
of accepting information sent by others; and the information’s reliability, which impacts
the probability to someone accepting it.

4.1.1 Modelling the Effect of Self-esteem

The contribution presented in this section is the mathematical description of the
relative interactions matrix, from the DeGroot-Friedkin model, for a scenario where
some of the nodes are robots. The reason for choosing the DeGroot-Friedkin model
is because it addresses the evolution of the self-weights across a sequence of is-
sues being discussed by a group. These self-weights are analogous to individuals
self-confidence or self-esteem.

Also, we present some simulations results to illustrate the model’s behavior in
two meaningful scenarios, followed by some analysis of the opinion consensus, the
number of iterations, and comparisons between initial self-weights and stabilized self-
weights. Moreover, we show the results with a larger group to demonstrate the model’s
scalability.

The DeGroot—Friedkin model, presented by Jia et al. (2015), predicts the evo-
lution of an influence network governing the process of opinion formation, based on
the relative interpersonal weights. The model predicts that the social power ranking
among individuals evolves across issues and asymptotically tends to their centrality
score. These analyses of issue sequences and this proposed formalization of evolution
are motivated by the sociological hypothesis of reflected appraisals by Cooley (2017).

The available empirical evidence is also consistent with the assumption that
individuals update their opinions as convex combinations of their own and the displayed
opinions by others, based on weights that are automatically generated by individuals in
their responses to the displayed opinions of others (JIA et al., 2015).

Based upon this, a social influence network can be described as a weight ma-
trix W = [w;;] satistying w;; € [0,1] for all < and j and }_;w;; = 1 for all 7 (that
is, W is row-stochastic). Each edge of this network j R i, including self-loops
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i 1,represents the influence weight accorded by agent i to agent j. Represent-
ing the opinions/information of the individuals with a real-valued vector z, the classic
DeGroot model (DEGROOT, 1974) was given in (5).

Sustained on empirical observations, Jia et al. (2015) combine the DeGroot
model (5) for opinion dynamics, in which the influence network for a particular issue is
fixed, with the formalization made by Friedkin (2011) to the evolution of interpersonal
influences in an issue sequence. The resulting dynamical process is referred as the
DeGroot—Friedkin model and is given as follows

Topy1 =Wstop, s=12,..., k=12... (10)

where s indicates the issue that is being discussed and Ws = [w;;(s)] is the
issue-dependent matrix of influence weights.

From (10), it is possible to notice that the DeGroot-Friedkin model assumes
that timescales for the two processes are separate: the opinion dynamics are faster
than the reflected appraisal dynamics in the influence network. In other words, opinion
consensus is achieved before individual self-weights are updated.

For notation simplicity, the self-weights, w;;(s), will be denoted as x’ and they
are the core of the model, since the interpersonal weights are evaluated using their
values. Each weight w;;(s), i # j, satisfies w;;(s) = (1 — X?;)cij, where the relative
interpersonal weights c;; are static and issue independent.

In an influence network with n > 2 agents, the self-weights are updated as
Xs+1 = Fl(xs), where F : A, — A, (A, being the n-simplex) is a continuous map
defined by

®; , X =@; Vi

F(x) = 1 noN\NT L i 11
%) o .. /Z 7 otherwise an
1_X1 1—x" i:ll_XZ

where ¢; is the i-th basis vector (all elements equal to 0 except the i-th, which
is equalto 1), 0| = [ ol ... " ] is the vector of centrality scores for each agent
and it is defined as the dominant left eigenvector of the relative interaction matrix
C = [c;;] € R" ™, which is row-stochastic, zero-diagonal, and irreducible.

Including agents with static self-weights

Now, we consider the DeGroot-Friedkin model with two types of agents. The
first one encompass the human-agents, whose dynamics of interpersonal weights are
described by equation (11). And the second type enclose the robot-agents, whose
self-weights are static as well as their interpersonal weights. Therefore the relative
interaction matrix C can be divided in four components:
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hh h
Cnh X1np C’Izh XMy
C = (12)
h
Covscnn Cnpxen,

The meaning of each subscript and superscript of the relative interaction matrix
C is given below:

* ny: number of human-agents.

* n,: number of robot-agents.

* hh:interpersonal relations human—human.
 hr:interpersonal relations human—robot.
 rh: interpersonal relations robot—human.

« rr: interpersonal relations robot—robot.

Thus, the total number of agents is given by:

n=np + ny (13)

The submatrices of C have their elements defined as
hh hhy . Ah hry . orh hy . _
C = [Clj ] ) C r — [CZJT] ; CT = {C;’]] 3 CTT = [CZ]T]
where the indices i and j denotes the absolute position of the element in the

whole matrix C. Since matrix C is row-stochastic with zero diagonal, the relative inter-
personal weights must obey the following constraints:

dh =0 dT =0 (14)
np n
ghy N dh =1 (15)
J=1 Jj=np+1
Np n
S 3 e o
J=1 J=np+1
np
hr & 1
Zcij e (17)
j=1
n
rra VT 2
DI (18)
Jj=np+1

Hence, with the insertion of agents with different weights dynamics than the
stipulated by equation (11), we desire to alter the output of an opinion formation process
that considers a finite set of possible opinions.
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It is unrealistic to assume that groups of humans will act synchronously when
arguing about a given issue. Instead of agents simultaneously updating their opinions,
it is possible to assume that they interact in pairs. This approach is known as gossiping,
which consists of two agents interacting at any step and, after that, one or both of their
opinions can be changed (PROSKURNIKOV; TEMPO, 2018). Hence, the model for
handling discrete opinions, presented in Sections 2.4 and 4.1, is applied here to carry
the debate over each issue, using the issue-dependent weight matrix, W (s), to define
the probabilities of interaction between agents.

4.1.2 Simulations for Humans Self-esteem Evolution

In this section, we present experiments consisting on computational simulations.
One of the objectives of these experiments are to analyze the effect over the humans’
self-esteem caused by bots infiltrated in the group. This is done based on a model
widely used in the literature. Later, we want to analyze if this effect on self-esteem
impacts also the prevailing consensus information, when considering our proposed
model for consensus over finite sets.

We present two meaningful scenarios here. The first scenario consists of ten
agents with weight-dynamics according to the DeGroot-Friedkin model and an asyn-
chronous asymmetric gossip model is chosen to the discussion of issues. In the second
scenario, we maintain the gossip model, however, two types of agents are assumed,
being eight as in the first scenario and two with static self-weights.

Then, we analyze the opinion consensus, the number of iterations, and the
self-weights evolution. Furthermore, we consider whether the fact of some agents self-
confidence being stationary can affect the output of discussed issues. Lastly, the results
with a larger group are shown to demonstrate the model scalability.

Algorithm 1 represents the pseudocode to carry the simulations, separated into
three stages: parameter settings (beginning), issues iterations (outer loop) and con-
sensus iterations (inner loop). It is relevant to notice that the self-weights dynamics
influences the opinion consensus, but the contrary is not true.

41.2.1 Discussion

The consensus outputs are observed in Table 4 for the two proposed scenarios
described previously. The letters in bold for the initial opinions indicates which agents
were replaced for robotic agents in the corresponding scenario. As can be verified the
presence of robot-agents changed the consensus information in every case, except the
last one. Another interesting trait that can be observed is that, in all issues, when the
robots are considered the consensus output was the initial opinion from one of them.

Thus, in this case, changing the dynamics of only two agents in the system
demonstrate that it is possible to alter the consensus opinion, even when that informa-
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Algorithm 1 Steps of the computational experiment

Set the parameters of the experiment:
define number of humans, ny, number of robots, n,., and the initial self-weights of all nodes,
x1=[xds X X, where no = ny, + n,

create a random row-stochastic matrix C = [¢;;] that respect the specifications given in ((14)-

(18))

compute the eigenvector centrality scores, o € R", for the matrix C as described previously

Outer loop, issue iterations:
s=1
while |y, — x,_1| < ¢ do
set the initial opinions of all nodes, y(s,1)

compute the influence matrix Ws = [w;;(s)]
wii(s) = x5
wij(s) = (1 = Xg)cij

compute a confidence range matrix s = [f;;(s)]

J
Fi(s) = wig(s), ij = 1,...n
q=1

Inner loop, consensus iterations:
k=1 '
while 3(i,j) : Zi,k # Zik do
create a random normalized vector ¢ € R"
fori=1,...,ndo
forj=2,...,ndo
if o' > fij—1)(s) and ¢' < fi;(s) then

Ty i1 = mik
else if o' < fi1(s) then
93§7k;+1 = x;k
end if
end for
end for
k=k+1
end while

the human nodes update its self-weights by the DeGroot-Friedkin model ((11))

the robotic nodes persist its self-weights across issues
Xsr1 = Xss t=np+1,...,n

s=s+1
end while
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Table 4 — Consensus outputs.

issue [s]  Initial Opinions [z 1] Final Opinions Final Opinions

without robots with robots
1 {B,A,A,C,A,C,B,C,A,B} C A
2 {B,C,C,B,B,B,A,B,A,C} B C
3 {A,C,A,A,B,A,C,B,AA} C A
4 {B,B,C,B,A,C,A,B,B,C} C B
5 {A,A,B,B,A,B,C,C,C,B} B C
6 {B,C,C,A,A,AJA,C,A,C} A A

tion is not prevalent in the beginning. Furthermore, Figure 35 shows that, from issue six
onward, the self-weights stabilize each one at a different state. Hence, an equilibrium is
reached but with distinct values for each agent. Although the robot-agents have static
self-weights, it is important to emphasize that their opinion also changes according to
the gossip model, as occurs with the humans.

The case when all agents’ self-weights converge to the same value (1/n) is called
a democratic configuration (JIA et al., 2015) and it requires the relative interaction matrix
C to be doubly stochastic.
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Figure 35 — Self-weights evolution with 10 agents (humans).

In the second scenario, Figure 36, it is observed that the self-weights stabilize
each one at a different state from issue four onward. However, this time, all human-
agents have a considerably lower self-weight when compared to the first scenario. In
other words, the presence of agents with static self-confidence resulted in the other
agents self-depreciation.

The connections of all agents and their respective self-weights evolution between
issues can be seen in Figure 37, in which the edge’s width indicates the interpersonal
weight, and the node’s size represents the self-weight value. The first graph presents
the initial conditions, and the second one depicts the states when the self-weights
dynamics have already stabilized.
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Figure 36 — Self-weights evolution with 8 human agents and 2 robot agents.
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Figure 37 — Evolution of the influence network across the sequence of issues.

Following the opinions evolution, Figures 38a and 38b show how many nodes
share the same opinion and how many steps took to reach consensus for the initial
self-weights and after their stabilization, respectively. It is important to emphasize that
the two dynamics (consensus and self-weights) do not interfere in each other and it is
possible to analyze them separately.

It can be seen that, for the weight’s initial conditions, it was almost twice faster
than when compared with the number of steps necessary to reach consensus when the
self-weights have already stabilized. One hypothesis for justifying this phenomena is
that less self-confident human-agents will more easily change their opinion, what may
delay the consensus.

Finally, to demonstrate the scalability of the proposed analyses, we present a
scenario with one hundred agents, such that 90 of them are humans and 10 are robots.
The first issue discussion is shown in Figure 39a. Figure 39b depicts the discussion in
the last issue.
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Figure 38 — Opinion evolution with 8 human agents and 2 robot agents.
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Figure 39 — Opinion evolution with 90 human agents and 10 robot agents.

When compared to the first two simulations, this third case reaches consensus
much more slower, both for the self-weight’s initial and final states. This is in agreement
to the notion that small groups will come to a consensus faster than bigger groups.
However, the main feature here is that, even with one hundred agents, the system
reaches an opinion agreement, meaning that the model is scalable to handling swarms
of robots interacting with huge social networks.

The analyses presented here demonstrate the possibility to change the consen-
sus opinion by just influencing indirectly the self-confidence of the agents. Once this is
verified, there are many open questions to be explored in future works. As examples, it
is possible to investigate on how to define the best dynamics for the robotic agents and
whether it is possible, by manipulating these dynamics, to guarantee the convergence
for a desired consensus information.

Also, it may be studied the possibility of delaying or accelerating the consensus
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by manipulating the interaction weights accorded by robotic agents to the humans’
opinions. Furthermore, the influence of robotic agents’ placement when using different
types of topology could be explored. Additionally to all these propositions, extensions
to the DeGroot-Friedkin self-appraisal model could be prospected.

One final and interesting proposal for further works is to develop a real-world
experiment, where a group of volunteers would have to discuss a few issues through
some interface and come to an agreement, without knowing that there are also robotic
agents participating in the debate. Despite the great ambition of this experiment, it could
bring key results for understanding how contemporary society can be misguided and,
hopefully, give some insights on how to avoid it.

4.1.3 Taking Reliability into Account

In order to add some notion of reliability to the information, it will be considered
as a 2-tuple
X = (m, )
where m is the content of the information from agent i; and 7,,, is a numeric measure of
the reliability of this information.
Next, a sample dependent matrix is defined to couple the influence of one agent
over others with the reliability of the information held by the agent, such that,

A = [ (k)] agj(k) = wz-,jX,J;<2> , Vi,j

where w;; are the influence weights described before and X,Z,<2> is the second element
of the tuple, i.e., the reliability coefficient of the information within agent j at the sample
k.

Since the reliability coefficients, 7,,,, multiply the influence weights, ranges can
be defined for them, such that

0 <mn <1 ,information is not reliable
TmE€ERy =< 7 =1 , the reliability is irrelevant
™ > 1 , information is reliable
The matrix A(k) is not row-stochastic and, in order to be used as the matrix of probabil-
ities of interaction, it needs to be normalized as follows

Pe — g ()], where pi; (k) 2 <)

> =1 aij(k)
4.1.4 Simulations for Evaluating the use of a Reliability Stamp

The experiment shown here also consists of computational simulations but aim-
ing to investigate the influence of malicious nodes in the spreading of a desired infor-
mation over the network. Also, we propose the implementation of a stamp to mark if
specific information is reliable, and the effects of this policy are analyzed.
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The network configurations considered for those simulations were grounded in
five fully-connected groups of twenty agents and an isolated node that only transmit
information for some specific nodes in the groups. This isolated node could represent
a mass media vehicle or a newspaper. However, for the present simulation, it will be
considered as a central generator of malicious content, and the agents linked to it are
robots infiltrated in the groups, accountable for sharing the information from the central
node.

Three network configurations will be observed, differing from one another by
the number of malicious agents per group. Also, in each configuration, there are ten
random connections between non-malicious agents from different groups.

There are three types of information flowing through the network, represented
by the colors blue, green, and red. When a node had not received any information yet,
it will be represented by the color white. Figure 40 shows the initial states for each
topology, and it can be noticed that each group starts with only one node holding each
of the non-malicious information plus the malicious nodes.

=0
280

(a) One malicious node per (b) Two malicious nodes per (c) Three malicious nodes per
group group group

Figure 40 — Initial conditions for each scenario.

Hence, at the first moment, we carried 1000 simulations for each network con-
figuration, aiming to reduce the effect of randomness from the results and obtain more
meaningful conclusions from it. The information will be exchanged between agents
following the model from the previous section, and considering that all information had
the same reliability coefficient, i.e., 7, =1 Vm.

Furthermore, we imposed a limit of three changes of information for each agent,
modeling that once it made its mind about an issue, it will not change anymore. The
results collected from this first set of simulations are summarized in Table 5; it is worth
mentioning that the averages were rounded to the nearest integer.

From these results, it is noticeable that the spreading of the malicious information
increases proportionally to the number of malicious agents per group.

Later, we considered a reliability stamp for the information, meaning that a certain
information can be marked as reliable. If an information is marked, then the reliability
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Table 5 — Results averaged over 1000 simulations for each scenario, considering the
blue information as malicious and no information with reliability stamp.

Number of Blue

e . Green Red
Malicious ~ Information Information Information
Nodes (Bots)
1 48 26 26
2 69 16 16
3 80 11 10

coefficient associated is set to 7, = 2.

Once more, we carried 1000 simulations for each scenario, but marking the
information represented by the color red as reliable. Namely, the reliability coefficients
were set as 7y, = Tgreen = 1 and 7,4 = 2. In Table 6, the result of this second set of
simulations is summarized.

Table 6 — Results averaged over 1000 simulations for each scenario, considering the
blue information as malicious and the red information as marked by the relia-

bility stamp.
Number of Blue Red
g ) Green .
Malicious Information Information Information
Nodes (Bots) (Marked)
1 21 9 70
2 38 7 55
3 52 6 42

The effect noticed was that the reliability stamp is able to reduce the spread of
malicious information in the network. Still, the number of malicious agents per group
influences the spreading. Another remark about these results is that for more than two
malicious agents per group, the spreading of the malicious information surpasses that
of the marked information.

It may be necessary to emphasize the fact that the bots infiltrated in the groups do
not update their information with information from other members of the group. Hence,
the malicious nodes are stubborn in the blue information throughout the simulations.

Figures 41 to 44 illustrate the difference made by the applying the reliability
stamp; they picture one of the simulations carried in each scenario. It is important to
emphasize that the graphs presented in Figures 41 to 44 do not match the result from
Tables 5 and 6 since these are averaged over all the simulations carried. Also, in Figure
42, we bring a QR Code to access an animation for the spreading with one bot per
group and no reliability stamp.
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(a) Without reliability stamp (b) With reliability stamp

Figure 41 — Example of final states in the scenario with one malicious node per group.

Figure 42 — QR Code directing for the animation exemplifying the simulation in
the scenario depicted in Figure 41a, also accessible through the link:
https://youtu.be/0XXX9Q_jeNk.

(a) Without reliability stamp (b) With reliability stamp

Figure 43 — Example of final states in the scenario with two malicious node per group.


https://youtu.be/0XXX9Q_jeNk
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(a) Without reliability stamp (b) With reliability stamp

Figure 44 — Example of final states in the scenario with three malicious node per group.

The implementation of control measures and utilization policies are important to
safeguard ethical principles in the use of OSNs. Here, we applied dynamic models that
represent the diffusion of information and opinions in networks to evaluate the influence
of bots in the opinion evolution when compared with reliable information.

In the simulated examples, it was verified that the action of bots decisively influ-
ences the information diffusion and the opinion consolidation in the analyzed networks.
We also conclude that the adoption of a mechanism to attribute some degree of relia-
bility to the information sent to the network could counteract the influence of malicious
nodes (bots). However, this impact could be neutralized with the increase in the num-
bers of bots.

Finally, by the results obtained in this work, adding measures to detect false news
and implement information certification will only be effective by jointly implementing
policies to detect and exclude bots from instant messaging application networks.

4.2 ANALYZING THE CENTRALITY OF THE NODES

The condition to ensure that the model from Sections 2.4 and 4.1 reaches con-
sensus is given by the eigenvalues of WW. More precisely, it is dependent on the algebraic
multiplicity of its largest eigenvalue. Let A = [A\; ... )\nf € C" be a vector containing
the ascending ordered eigenvalues of W. Then, (5) converges if and only if A, = 1 is
unique in modulus, i.e., the following inequality holds

M <A <. oo <A1 < A =10

Even though we can check that the model converges, we can not predict the final
value of the consensus as in the classical deterministic model. However, we may use
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some knowledge about the network structure to predict the probabilities of converging
to a given piece of information. It is impossible to visually gather information from large
and complex networks, we need to rely on metrics such as node centrality, average
path length, and clustering coefficient.

In that sense, we state that the eigenvector centrality dictates the probability of a
given information to prevail in the consensus performed by our model. Further, this indi-
cates that the more central in the network one person is, the higher is hers/his capacity
of spreading an information. The experiments presented in this chapter corroborate
with these claims. Also, we refer the reader to the PhD thesis by Carvalho (2020), our
colleague from the research group, in which this aspects are further explored.

4.2.1 Eigenvector Centrality

There are many centrality measures such as Katz centrality (KATZ, 1953), and
the Page Rank centrality (GLEICH, 2015), to say some. This work is mainly interested in
the eigenvector centrality because of its relation with some network algebraic properties,
which will be shown in simulations and experiments.

The eigenvector centrality score is a metric that quantifies the influence of a
node over the network, in other words, it measures how many connections a node
has and how much its neighbors appreciate its opinion. This measurement was first
proposed by (BONACICH, 1972), and since then, it is widely adopted to define the
relative importance of an individual in a social network.

Consider a graph G with n nodes and its normalized adjacency matrix W € R"™*".
A left eigenvector corresponding to the eigenvalue )\; is a vector v; € C" satisfying
vZTW = )\,'UZT.

The eigenvector centrality scores are calculated as

0 = Umaar/HUma.rHl (19)

where v, € R" is the dominant left eigenvector, i.e., associated with the maximum
eigenvalue (for a row-stochastic matrix, |\,| = 1). The i-th element of o = [0 ... 6" T

is called the centrality score of agent i.

4.2.2 Simulations for Estimating the Probability of Prevalence

In this section, we perform a large number of computational simulations to test
if the model proposed in Sections 2.4 and 4.1 is capable to reach consensus in the
same scenarios that others found in the literature are. These simulations also explore
situations where other algorithms are not able to succeed. The simulation is over when
the group reaches consensus in one of the initial opinions. We call consensus’ opinion
the one that prevailed at the end of the simulation. The results corroborate our proposed
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hypothesis that the eigenvector centrality (BONACICH, 1972) of the network indicates
the probabilities of each initial opinion becoming the consensus’ opinion for the group.

In order to analyze if the algorithm works under real-world adversities and limi-
tations, experiments were done using a group of five robots acting as communication
nodes. It was chosen a topology with one node that have its centrality score hugely
discrepant to help in identifying a tendency, even over a small number of iterations.

To carry the simulations, it is also needed to define a matrix, 7 = [f;;] €
R"™*" containing the interaction ranges of each agent. These ranges are useful in the
computational simulations to randomly select the interactions obeying the distribution
defined by P (interaction probability matrix, see (6)). It is used for the specific way in
which the algorithm were designed. Hence, each element of F is computed as

J
flj :Zpi(pi?j: L....n (20)
q=1

4.2.2.1 Computational Simulations

Here, the results of numerical simulations to support our observations presented
previously are shown. The simulations are executed on different networks to evaluate
the effect of the topology on opinion diffusion, and how it influences the eigenvector
centrality and the spreading probability for each opinion. Algorithm 2 represents the
pseudo-code to carry out the simulations.

Twelve different topologies were chosen for testing the algorithm. In each sce-
nario, 100,000 simulations were run to get some statistic knowledge about the algorithm.
The initial opinions were the same in all simulations using the same topology. Each
agent started with a unique letter from the alphabet as its opinion. The algorithm led
the group to a consensus in every simulation run.

The scenarios used can be observed in Figure 45, where the nodes are pre-
sented, with their initial opinion, and the connections between them. The appraisal that
the agents have to its neighbors, in other words, the values of each connection respect
the restriction of the row-stochastic matrix. The components of this weighted adjacency
matrix are the probabilities of interaction between the agents. This means each agent
assigns equal weights for the opinion of every neighbor, including their own.

Some of the topologies presented in the previous topic can be highlighted here,
as some of them have different behavior when it is considered the classic gossip
algorithms or even the DeGroot model. As can be verified, topologies (b), (e) and (l)
are unable to achieve consensus using these models.

This occurs because the weighted adjacency matrix has its largest eigenvalue
with algebraic multiplicity greater than one. The behaviour observed in these scenarios
are the interchange of two remaining opinions in the network in an oscillatory way.
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Algorithm 2 Steps of the computational experiment

Set the parameters of the experiment:
define number of agents n and number of simulations n.

create the row-stochastic matrix YW = [w;;] from an arbitrary unweighted adjacency
matrix A. The computation of each element of VW is done by normalizing each ele-
ment of A.

compute the confidence range matrix 7 = [f;;] as in (20)

Simulation iterations:
fors=1,...,nsdo
Consensus iterations:
k=1 _
while 3(i,j) : 2} # =] do
randomly select the active agent i;. € {1,...,n}
following an uniform distribution
=1L
generate a single uniformly distributed random
number, ¢, in the interval (0,1) for picking the
agent j for interacting with 7 in the following loop
forj=2....,ndo
if p > fi(j—l) and ¢ < f;; then
x?@—&-l = xi:
break
else if ¢ < f;; then
Thy1 = T
break
end if
end for
kE=k+1
end while
Store the occurrence of each consensus information in
vector ¢ € N
end for

compute the eigenvector centrality scores, o € R", for matrix YW and compare to the
occurrence ratios, J/ns.

It is relevant to say that this happens even when the algorithms are averaging over
real-valued opinions.

The algorithm presented here, as stated before, is able to reach consensus in
those cases. This happens due to asynchrony, a feature usually undesired but that
enables the network to break out of those oscillatory states.

As claimed previously, we desire to test if the centrality of a given agent can be
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(a) (b) (c) (d)

(i) @ (k) U]

Figure 45 — Topologies: (a) Linear graph (b) Circular graph with even number of nodes
(c) Arbitrary graph (d) Full connected graph (e) Circular digraph with clock-
wise direction (f) Circular digraph with source (g) Circular digraph with sink
(h) Five nodes, each with two connections (i) Six nodes, each with three
connections (j) Eight nodes, each with two connections (k) Circular digraph
with odd number of nodes (I) Star graph.

a way of predicting the probability of its initial opinion becoming the consensus opinion
for the group. In the carried simulations it was also computed an occurrence ratio, that
is, how many times each letter was chosen as the consensus opinion over the total
number of simulations.

It is possible to observe in Figure 46 that the occurrence ratio is very close to the
eigenvector centrality scores. The error between these two values goes to zero as the
number of simulations increases. This is an important result for the proposed algorithm,
giving some sense of predictability in its behavior. Following, it will be presented a more
detailed analysis of the simulations results.

First, consider the linear topology (Figure 45 (a)) in which all nodes have the
same number of neighbors with the exception of the both ends. The nodes with two
neighbors have centrality score o' = 0.1125 and the nodes with just one neighbor
have o' = 0.05. As expected the percentage of occurrences were very close to their
respective centrality scores.

The topologies showed at Figure 45 (b), (d), (e), (h), (i), (j), (k) have the same cen-
trality scores for all nodes in their topology [0.100, 0.100, 0.100, 0.200, 0.166, 0.125, 0.090],
respectively. Thus, for these systems all nodes have the same amount of importance
in the network, this way the ¢ = 1,,/n, where n is the number of nodes in the network.
Again all percentage of occurrences were near the expected value.
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Figure 46 — Comparison between the occurrence ratio of each initial opinion and the
centrality score (red crosses) of the agents in the respective topologies
from Figure 45.

The topology (c) is the one with more variability in the centrality scores, in which
nodes H and J have the greatest influence and the nodes A and G are the least
influential. One more time the probabilities approached the centrality scores.

The topologies (f) and (g) have a source and a sink respectively. The sink have
o = 0 and it is not possible to reach consensus in this opinion. Also, the neighbors
of the sink node will have lower influence than the others, since the sink node has no
influence in the network. And the case with a source node is quite the opposite with the
source node with o/ = 1 and all the others with o’ = 0, indicating that the consensus
will always converge for the opinion of the source node.

Finally the topology (I) is the example in which one node has much more influ-
ence than all the others, as the central node communicates with everybody and all the
others communicates only with the central node. Thus in this case the ¢’ for the most
influential node is equal to 0.5 and for all the others is equal to 0.1. As expected the
probabilities were nearly the centrality scores.

Therefore, the simulations corroborated with the hypothesis that the eigenvector
centrality scores can be interpreted as the probability of a certain opinion to occur in
the end of the consensus process.

4.2.2.2 Laboratory Experiments

In this section, we perform experiments intending to validate our numerical ob-
servations in a practical scenario, where there are communication issues and other
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physical limitations that may interfere in the information diffusion. The experiments were
performed with Kilobots, a low-cost robot platform designed originally by researchers
at Harvard University to make the test of algorithms for collective robots accessible to
researchers worldwide (RUBENSTEIN; AHLER; NAGPAL, 2012).

The Kilobots used in the experiments are a personalized version, developed
by professors and students from the Department of Automation and Systems at the
Federal University of Santa Catarina'. The experiments involved five robots arranged
in a star topology with self-loops, as described by Figure 47. All border robots can
communicate only with the central node, which can reach everyone else.

The robots are all static in a fixed position (they do not move) which allows
them to have the communication topology as described by Figure 47b. Under this
configuration, the eigenvector centrality becomes o = [0.385 0.154 0.154 0.154 0.154],
indicating node 1 as the more influential over the network and the other nodes as
equally influential

The communication issues change the consensus probability for each initial opin-
ion, which differs from the eigenvector centrality score, since, in our case, the transition
matrix does not take into account those issues. However, the expected communication
issues are limited and relatively small: according to Rubenstein, Ahler, and Nagpal
(2012), in an experiment with 25 robots, the communication channel could support on
average 32% of usage for five-byte packages without packet loss due to collision. In our
case, there are only five robots, and their communication packages have 9 bytes. De-
spite the influence of communication issues, we expect that the results will not deviate
significantly from those obtained in the simulations.

Each robot has its opinion at the beginning of the experiment set as 2y =
[A B C D E], i.e., all robots have distinct opinions. Such opinions are represented
through five different colors that are displayed by the robots through a led: A is purple,
Bisred, Cis green, D is blue, and E is black (light off).

To verify our hypothesis, we perform three tests® composed by sets of obser-
vations looking for the prevailing opinion after the consensus be reached. Each test
has exactly 50 executions of the asynchronous gossip algorithm under the same initial
conditions. By the law of large numbers, we expect that as the number of execution
increases, the error between the expected probability of consensus over a particular
opinion and the fraction of occurrence of each opinion decreases satisfactorily.

Table 7 contains the occurrence of each opinion at the consensus and the ex-
pected values given by the eigenvector centrality. As one can see, consensus in opinion
A had a greater occurrence ratio than the other opinions for all tests.

By the prediction of eigenvector centrality, opinions B, C, D, and E should have

' http://kilobots.paginas.ufsc.br/

2 Videos available at https://youtube. com/playlist?1ist=PLJFozF36QUOLdclyP7n1Jt9bhr2-1q0gX


http://kilobots.paginas.ufsc.br/
https://youtube.com/playlist?list=PLJFozF36QU0LdclyP7nlJt9bhr2-lq0qX

Chapter 4. Information Spreading 92

@5

’90
@

o1

o>
C)

(a) Top view of the robots

(b) Underlying topology graph

Figure 47 — Adopted topology. Dashed circles represent an estimation of Kilobots com-
munication range, continuous lines are logical connections between them,
and the edge weights represent the importance each robot attributes to its
neighbors.

Table 7 — Results from the experiments with kilobots.

Opinion  Predicted Test1 Test2 Test3
A (purple)  38.46% 38% 34% 48%
B (red) 15.38% 22% 22%  20%
C (green)  15.38% 14% 12% 10%
D (blue) 15.38% 18% 18% 10%
E (black) 15.38% 8% 14%  12%

the same probability of occurrence, since the robots that start with these states have
the same importance to robot 1 (the center of the star). There is an error between
the prediction and occurrence for each opinion: the most significant errors happen at
opinion E (7.38%) in Test 1, opinion C (3.38%) in Test 2, and opinions C and D (5.38%)
in Test 3. Note that, the increase in the prevalence of opinion B may indicate that link
from robot 1 to robot 2 was weaker (due to packet loss or other physical factors) than
other links in the network. The same interpretation can be used to explain why in Test
3, opinion A was more frequent than what it is supposed to be, which is probably the
result of communication issues.

There may be some variations from one test to another, e.g., lower battery levels.
However, the three tests are essentially sessions of the same experiment, allowing us
to analyze their outcomes together. Hence, considering the 150 executions of the asyn-
chronous gossip algorithm, we get an aggregate occurrence ratio for each information.
In Figure 48, we can see the absolute errors of these outcomes in relation to the values
predicted by the eigenvector centrality.
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Figure 48 — Absolute errors between the eigenvector centrality scores and the aggre-
gate outcomes from all three tests.

Although these errors, the prediction is pretty accurate, given the number of
simulations. If it were possible to increase substantially such value, and include in the
probability transition matrix the fault probability for each link, it would be expected lower
errors in the observations and a more precise validation of our hypothesis.

After all, the simulations and the experiments with Kilobots confirm the hypothe-
sis that eigenvector centrality is indicative of the occurrence probability of each node’s
initial opinion when the group reaches consensus. For the best of our knowledge, it is
the very first time such relation is pointed out in the literature.

We show, through experiments, evidences the proposed algorithm can achieve
consensus over the same conditions that previous works did. Also, it can handle discrete
opinions and reach consensus in scenarios where synchronous approaches present
oscillatory responses. At last, it was confirmed that there is a relation between the
eigenvector centrality scores and the probability of reaching consensus on a particular
opinion.

For future works, we intend to achieve formal mathematical proofs for the conver-
gence of the algorithm and the relationship between algebraic graph theory properties
and the probabilities to reach consensus on a certain opinion.

Also, as mentioned in the paper, the presented algorithm has the weights of the
connections as the only impacting factor in the final consensus opinion for the network.
Hence, there is room for investigation in ways of considering the content of the opinions
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and not only the influence that agents have in each other. For applications in robotics,
factors like the precision of sensors from each robot may be embedded in the weighted

adjacency matrix.
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5 CONTROLLING THE SPREAD

Online personalization is a process that comprehend many aspects of individ-
ualizing the interaction and content exchanged by a system and its users (ZANKER;
ROOK; JANNACH, 2019). One representative area within the personalization research
is the study of Recommender Systems (RSs). According to Ricci, Rokach, and Shapira
(2015), these systems are software capable of suggesting items that are more related
to the interests of a specific user. To list a few examples of these suggestions, they
could be what products to buy, what music to listen, what movie to watch, what news to
read, what social-media content to interact with, etc.

Specially, when we speak about the recommendation of news articles and social-
media content, we are dealing with a process that can shape the way people see the
world (PARISER, 2011). However, this is not necessarily profitable for the companies
running these RSs. Their income depends highly on how much (personalized) adver-
tises they are able to show the users. This, in turn, is proportional to the amount of
screen time users devote to the app or website owned by these companies. Therefore,
it is valid to assume that one of the main goals of a company in this business is to
maximize the screen time of its users in order to increase its profits. And this can be
achieved by directing content that stimulates feelings like the comfort of having your bi-
ases confirmed or even the anger caused by some sensationalist news about someone
in the opposite political camp.

One way to achieve this kind of algorithmic personalization is through clustering
both of content and users, determining which groups of people should receive certain
kinds of information. Considering the users of an Online Social Network (OSN), clus-
tering them is called community detection or identification in the specialized literature.
We refer the reader to two surveys on that subject: the work by Fortunato (2010), which
brings an extensive review over the methods and algorithms known by the time; and
the recent paper by Baltsou, Christopoulos, and Tsichlas (2022), focusing on local
community detection to address the scenarios where the networks structure is not fully
known.

For the moment, we will focus on global community identification, i.e., partitioning
the entire network into a given number of groups of nodes. Also, we consider valid to
assume that communities may overlap in an application such as social networks. In fact,
this has emerged during experiments with hard clustering techniques over networks
with complex structures, when some nodes were classified as belonging to a cluster
even though they did not have any neighbors in that same cluster. These results will be
further discussed in Section 5.3.

In this scope, we highlight the work by Collingsworth and Menezes (2012), in
which an algorithm is proposed for identifying communities based on local calculations
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of node entropy. The idea is that the entropy represents how much a node is “satisfied”
with its current community. Their method also handles the case when one (or more)
node is “uncertain” about the community it belongs to by assuming that it belongs to all
the communities (overlap).

Another work worth mentioning proposes an algorithm to identify overlapping
communities by maximizing a modularity function (i.e., a metric for the clusters’ qual-
ity), a mapping of the nodes into the Euclidean space, and an Fuzzy c-means (FCM)
clustering technique, which outputs a membership degree from every node to each
identified cluster (ZHANG, S.; WANG, R.-S.; ZHANG, X.-S., 2007). According to the
authors, this modularity’s maximization problem can be reformulated as an eigenvector
problem, which is akin to those solved in spectral clustering algorithms. Hence, the
approach used by the authors of that paper is similar to the one we will present in the
following sections. However, they consider nodes with high membership degrees to two
or more communities as the overlap between these communities, and do not devise a
solution for determining a hard clustering from these results.

In our proposal, we suggest a modification of the spectral clustering which uses
Fuzzy c-means to perform a soft partitioning of the network’s nodes. After that step,
we take the highest membership degree to assign every node to a single cluster. This
allow us to perform a hard clustering while still having information about nodes in the
“overlapping zone”.

However, within the networks’ structures present in our studies on Online Social
Networks, we have faced some undesired outputs of the community identification algo-
rithm. Namely, some nodes were assigned to a cluster in which they did not have any
connections with other members of that community. This led us to develop a correction
step in our algorithm that uses the membership degrees and two-hops neighborhood
information to re-assign these nodes (or pairs of nodes) that were isolated from their
clusters.

Also, we envision that the knowledge gathered by applying our community detec-
tion algorithm can be used to develop policies for counteracting the spread of misinfor-
mation and/or promote the true information regarding some deceptive content flowing
through the network. In Section 5.3, we present the results of using this knowledge
about the identified communities together with a node centrality metric to determine
the fastest way of organically spreading a piece of information through the network.
These results differ from those presented in Chapter 4 because it surpass the analysis’
field and gives a first step in the direction of synthesis, since it can be used to suggest
amendments to the network’s structure.

The contributions presented in this chapter can be summarized as follows: the
development of an algorithm for performing community identification over complex net-
works; the analysis of clustering quality in comparison to other algorithms; the proposal
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of policies for controlling the spread of information based on the output of that algorithm;
and a comparative study on the spreading capability between the different policies pre-
sented.

5.1 BACKGROUNDS ON CLUSTERING

We present here the algorithms used for building the technique we propose in
Section 5.2 for community identification in social networks. It is a brief summary to allow
fully understanding of our proposal.

5.1.1 K-means Clustering

Considering the problem of identifying groups of data points in a multidimen-
sional space, the K-means algorithm is a procedure that solves it by minimizing an
objective function called distortion measure. It is a two-stage optimization that alter-
nates between finding the data points closer to each cluster’s center and finding new
clusters’ centers over the previously computed clustering. This two-stage optimization
repeats until convergence (BISHOP; NASRABADI, 2006).

Let {01,...,0} be a data set of N observations of a D-dimensional variable 6.
The goal of this algorithm is to partition the data set into K clusters, assuming that K
is given. First, we introduce a set of D-dimensional vectors p;., with £ = 1,... K, such
that 1, represents the center of the k" cluster. Then, the goal can be rephrased as
finding an assignment of data points to clusters, and also a set of centroids { .}, such
that the sum of the squares of the distances of each data point to its closest vector 1.
is a minimum.

Each data point 6,, is associated with a set of binary variables r,,;. € {0.1}, k =
1,...,K indicating in which of the K clusters 6, falls in. Hence, if data point 6,, is
assigned to cluster £ then r,,,. = 1, and r,,; = 0,Vj # k. Therefore, we can write the
objective function as

N K
T=>" " rpllfn — pyll? (21)

n=1k=1

which can be called a distortion measure, as we stated previously. So, the goal
is to find values for {r,;.} and {y;} that minimize J.

We can achieve that goal by iteratively performing two successive optimizations
with respect to the r,;. and the u;.. In the first iteration, we can choose values for the
u. (€e.9., k random elements from the data set), fix these values, and minimize J with
respect to the r,,;.. In the second iteration, we fix the r,,;. found in the previous step and
minimize J with respect to the ;.. These two steps are repeated until convergence.
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For the first stage, since J is a linear function of r,,;. and the terms for each n are
independent, we can solve for each n by assigning it to the closest cluster center. This
can be written as

L, if k= argmin||fy, — ;]
Tnk = J (22)
0, otherwise.
In the second stage, holding the r,,;. fixed, the objective function is a quadratic
function of ., and its minimum can be determined at the points where the derivative
with respect to p;. is equal to zero

N
2 (B — ) =0
n=1
which can be easily solved as follows

> on Tnkbn
e =S (23)
The denominator in (23) is the number of data points designated to cluster k.
Hence, the value of 4 that minimizes the objective function is the mean of the 6,
currently in cluster k. This is the reason why the algorithm is known as K-means.

5.1.2 Fuzzy c-means

The K-means clustering produces a “hard” partitioning of the data set, i.e., each
data point 6,, is assigned only to cluster k£ by setting r,,;. = 1, such that Zszl Tnk =
1, n=1,...,N. On the other hand, the Fuzzy c-means (FCM) algorithm allows each
data point to have a membership degree associated with every cluster. These member-
ships span from zero to one. Namely, memberships close to zero mean little similarity
between the sample and a cluster, and memberships close to one imply a high degree
of similarity between the sample and that cluster (BEZDEK; EHRLICH; FULL, 1984).

For consistency’s sake, we use the same symbology from Section 5.1.1. Now,
let us consider the problem of a soft partitioning of a data set with vV samples into
K clusters, i.e., the problem of computing the optimal values for the memberships of
each data point in relation to every cluster. To achieve that, the binary variables {r,,.}
of the K-means algorithm are replaced by a set of normalized continuous variables
{pni:} € [0,1], such that Ele pnk =1, n=1,... N.

Hence, the FCM algorithm is founded on the minimization of J,,,, the objective
function given by

N K
T =3 (onk) ™ 100 — k]| (24)
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where 6,, is one of the N samples in the data set, y;. is the center from one of the K
clusters, and m > 1 is the constant that controls how fuzzy are the boundaries between
cluster, such that greater values of m means a higher degree of cluster overlapping.
Notice that the objective function in (24) is similar to that from K-means algorithm,
presented in (21), they would be the same if we considered m = 1.

In our experiments, we used MATLAB implementation (THE MATHWORKS,
2022) to solve the optimization problem from the FCM algorithm. This implementa-
tion sets m = 2 as default and follows a two-stage iterative procedure, similar to the
one applied in K-means.

Initially, the membership values {p,,;.} are defined randomly. Then, the first step
is to compute the cluster centers as shown in (25).

 Suloa)"6
S SN (@)

The second step is to calculate new values for the membership degrees following
the expression in (26).

2 -1
(100 = il = 1
n m —

Pnke = — 26
g ;(uen—mv (2
With the values obtained from (25) and (26), we compute the new value for the
objective function, J,,. These two steps are repeated until J,,, stops improving or a

maximum number of iterations is reached.

5.1.3 Spectral Clustering

Spectral clustering is a graph-based technique used to divide a data set into a
given number of partitions. It has this name due to the core role that the graph spectrum
plays in this approach. In his work (VON LUXBURG, 2007), von Luxburg states that
spectral clustering has a simple implementation, can be solved in an efficient way,
and has many fundamental advantages when compared to “traditional algorithms”.
Rodriguez et al. (2019) compare a wide variety of clustering algorithms and conclude
that spectral clustering has the best performance if you use the default parameters,
which is a common practice among non-expert machine learning researchers.

Besides that, our main interest in that technique is not to cluster data based on
graphs but to directly partition the nodes of a network. In Algorithm 3, we present the
algorithm considered in our work, which is grounded on the one presented in (VON
LUXBURG, 2007). Further in the text, to distinguish this algorithm from the others, we
may refer to it as K-means Spectral Clustering.
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Algorithm 3 K-means Spectral Clustering

Inputs: Similarity matrix S € R"*", number K of clusters to construct.

Construct a similarity graph based on kNN,
W = [w;;] € RV*N is its weighted adjacency matrix.

d(i) = 3, wy; is the degree of node i.

D = diag([d(1) - - - d(N)]) is a diagonal matrix holding the degrees of every node.

Compute the Laplacian £ =D — W.

Compute the first K eigenvectors uq,...,ux of L.

Let 4 € RV*K pe the matrix containing the vectors uy, ..., ux as columns.
fori=1,...,Ndo

Let y; € RX be the vector corresponding to the i-th row of /.

end for

Cluster the points {y1,...,yn} with the K-means algorithm into clusters C1,...,Ck.

Output: Clusters of nodes Vi, ..., Vi with V, = {i|y; € C}.

5.2 COMMUNITY IDENTIFICATION ALGORITHM

After presenting the background on the subject, this section brings our proposed
algorithm for performing community identification over complex networks. Here, the
problem is approached with a soft clustering technique. The main differences from
the K-means spectral clustering presented in Section 5.1.3 are that: we work directly
with the graph of interpersonal relations instead of building a ANN-based similarity
graph; and we use the Fuzzy c-means (FCM) algorithm to perform a soft clustering of
the eigenvectors instead of using the K-means. We call this approach FCM Spectral
Clustering.

As we have mentioned previously, for some network structures, the output of
K-means spectral clustering presents errors like nodes isolated from their clusters.
Aiming to mitigate this, we propose a post-processing correction stage for the algorithm,
which has a relatively low computational cost. Our proposal is to perform a 2-hops
neighborhood check after defuzzifying the clustering output, i.e., check if each node i
in cluster C}, has at least one neighbor, j, in cluster C;,, and if j also has at least one

1

k Nearest Neighbors (kNN) is a classification algorithm that assigns a data point to the more frequent
class among k data points most similar to it, where k is an arbitrary parameter. The similarity graph
based on kNN will connect each data point i to k£ other data points, in such a way that these data
points have the k highest correspondent values in the i-th row of the similarity matrix S.



Chapter 5. Controlling the Spread 101

neighbor [ # i in cluster C'.. If that is not the case, these nodes are reallocated to the
clusters with their respective second highest membership values.

We present the whole procedure in Algorithm 4. To put it in a few words: first, we
apply a soft clustering technique (FCM) on the eigenvectors associated with the second
and third smaller eigenvalues of the graph’s Laplacian matrix; this will give each node
a measure of its membership level related to each cluster; second, we defuzzify that by
selecting the nodes for each cluster based on their highest membership levels; finally,
we analyze whether a node (or a pair of nodes) was assigned to a cluster in which it
does not have any link to the other members of the cluster; if this is the case, this node
(or these nodes) is reallocated to the cluster with the second highest membership level.
We call this algorithm FCM Spectral Clustering with 2 Hops Neighborhood Correction
or, for short, FCM-2Hops Spectral Clustering.

5.3 SIMULATIONS FOR SPREAD CONTROL IN A NETWORK

We aim to maximize the spread of information in the network, i.e., reduce the
time needed for a information to reach all nodes. To this purpose, we suggest combining
a centrality metric with the output of our clustering algorithm. In past works from our
research group (CARVALHO; MORENO, 2021; SALEM et al., 2020), we show that
the eigenvector centrality is intimately related with the node’s potential for spreading
information.

We propose two hypothesis to be tested for selecting the initial spreaders, those
who will start with the piece of information to be spread. The first one is to compute the
eigenvector centrality for the entire graph, G = {V,£}, and from each cluster we choose
the more central node as a spreader.

The second scenario would be to construct sub-graphs containing only the nodes
from each cluster, G, = {V;.,£}, where V, = {ily; € C}} and &, = {(i,j) € V}; x
Vi|(i,j) € V}. Then, we compute the eigenvector centrality of G;. and select the nodes
with highest values as spreaders. This will be the policy applied on the illustrative case
presented in Section 5.3.1. The data that led to choose this policy will be analyzed in
Section 5.3.2.

5.3.1 An lllustrative Example

In this section, we present an example application of the FCM-2Hops Spectral
Clustering algorithm and one way that its output can be used to devise policies for
manipulating the information spreading over the network. First, let us consider a network
of 50 agents, generated according to the Watts-Strogatz model.

We perform the clustering of these agents into 4 communities, identified by the
4 colors used in Figure 49. Notice that, in Figure 49a, node 19 is assigned to the
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Algorithm 4 FCM-2Hops Spectral Clustering

Inputs: Graph G = {V,£}, number K of clusters to construct.

Let |V| = N be the number of nodes in the network.
W = [w;;] € RV*N is its weighted adjacency matrix.

d(i) = Y-, wy; is the degree of node i.

D = diag([d(1) - - - d(N)]) is a diagonal matrix holding the degrees of every node.
Compute the Laplacian £ =D — W.

Compute the first K eigenvectors uq, ..., ug of L.

Let 1/ € RV*K be the matrix containing the vectors u,, . .., ux as columns.

fori=1,...,Ndo
Let y; € RX be the vector corresponding to the i-th row of /.
end for

Use the FCM algorithm to compute the membership values {p}, i = 1,...,N, k =
1,...,K.

Assign the points {y1,...,yn} into clusters C1,...,Ck by finding the cluster C}, that has
the highest membership value, p;, for each point y;. Namely,
oo = 4L ik > pip I F K
ik 0, otherwise.

Correction Stage for Node Isolation Errors: )
Let Nir = {ijly; € Cr A (3,)) € £} be the set of neighbors of i that belongs to cluster Cj,.

if y; € C), and |Nj;| = 0 then

Reassign the point y; to the cluster @n that has the second highest membership value,
Pin-
else if y; Eék/\’./\/;k| =1Aj EM}C/\‘/\[JH =1 then

Reassign points y;,y; to the clusters C‘n, C,, that have the correspondents second highest
membership values, pi,,pj. -
end if

Output: Clusters of nodes Vi, ... ,Vk with V, = {ily; € C}.}.
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(a) Before the correction step

(b) After the correction step

Figure 49 — Example of applying the 2-Hops Neighborhood Correction Stage to the
output of the FCM Spectral Clustering.

blue cluster, even though it does not have any links to other nodes from this cluster.
To amend this, we perform the correction step based on the 2 hops neighborhood
explained in the previous section. The corrected clustering is depicted in Figure 49b. It
is needed to highlight that the position of the nodes in these graphical representations
is far less important than the links between them. For this reason, some nodes (e.g.
1, 2, and 50) may look like a bad clustering output at a first glance but analyzing their
connections will help to understand why they were assigned to those clusters.
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Figure 50 — Initial condition of the information spreading process

After identifying the communities, we want to apply a policy for selecting the
best nodes for spreading a given piece of information. This is achieved by building 4



Chapter 5. Controlling the Spread 104

subgraphs, one for each cluster, and computing the eigenvector centrality for the agents
in these subgraphs. Finally, the agent with the highest centrality score within its cluster
will be one of the initial spreaders. To better illustrate the spreading process, in Figure
50, we have omitted the nodes’ indices and painted in white the nodes which have not
received the information of interest yet. The initial spreaders are identified in red and
the communities are bounded by a colored hull for best visualization.
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Figure 51 — States of the information spreading on the network at sample k.

Once selected the initial spreaders, the agents starts exchanging information fol-
lowing our model presented in Section 4.1, considering equal probabilities of interaction
for every link of any given node. In this specific scenario, it took 294 samples for the
information to reach all agents in the network. In Figure 51, we present 4 moments in
the evolution of this spreading process. Through the QR Code in Figure 52, it is possible
to watch the animation with ever iteration of this simulation. The agents represented by
a white node have not received the information yet, while those represented by a pink
node have already received it. The initial spreaders are still identified by a red node to
differentiate them from the others as the information spreads in the network. Further



Chapter 5. Controlling the Spread 105

considerations on the performance of the FCM-2Hops Spectral Clustering algorithm
and on the suitability of the proposed policies for controlling the spread will be presented
in the comparative tests of Section 5.3.2.

Figure 52 — QR Code directing for the animation illustrating the spreading evolution,
also accessible through the link: https://youtu.be/7nFPHSfgzAw.

5.3.2 Comparative Analyses

In this section, we present two collections of experiments designed to evaluate
the algorithm presented in Section 5.2. The goal is to measure the accuracy of the
clustering algorithm, in terms of a metric formulated to account for meaningful features
of this specific application. Also, we want to check if, using the knowledge acquired
from this clustering technique, it is possible to construct a policy capable of making the
spreading process faster.

The first set of simulations was for addressing the community identification prob-
lem. Initially, we apply the K-means spectral clustering directly over the interpersonal
relations graph. In doing so, we have identified two situations that seemed to be a bad
allocation by the clustering algorithm.

To be concise, we call those situations clustering errors and classify them into
two types:

1. Type 1 - Isolated node: Node i is assigned to cluster & but it does not have
any link connecting to another node assigned to cluster k. Namely, i € V;.
and |N;.| = 0, where N}, = {l € Vi|(i,]) € £};

2. Type 2 - Isolated pair: Node i is assigned to cluster & but it has only one neigh-
bor, j, in cluster k, and this relation is reciprocal. Namely, {i,j} € V., (i,5) € &,
and [Ny = [N = 1, where NV, = {1 € Vi |(i)]) € £}

To exemplify these errors, we present Figures 53 and 54. Namely, in Figure 53,
we depict a type 1 error, where node 31 does not have any links to the other members
of its cluster. In Figure 54, we show a type 2 error, such that nodes 10 and 12 are
isolated from their cluster. To better visualize this last case, we provide a magnification
of that region of the graph in Figure 55.
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Figure 53 — Output of the K-means spectral clustering, type 1 error present at node 31
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Figure 54 — Output of the K-means spectral clustering, presenting type 2 error at nodes

10and 12
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Figure 55 — Zooming into nodes 10 and 12 makes clearer that they are not connected
to any other nodes from their cluster

By applying the soft clustering approach, we achieve better results in some of
the analyzed network structures. This is the case shown in Figure 56, where the type 1
error present in Figure 53 was corrected. Unfortunately, the FCM spectral clustering is
not able to avoid the error depicted in Figure 54, as we demonstrate in Figure 57.
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Figure 56 — Output of the FCM spectral clustering, not presenting the same error from
K-means

In Figure 58, we show that the error is successfully avoided by the 2 hops
correction procedure introduced in Section 5.2. However, this is an anecdotal evidence
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Figure 57 — Output of the FCM spectral clustering, the type 2 error persists at nodes
10 and 12

and just for purposes of illustrating the concept. Hence, a more extensive study is done
and presented next.
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Figure 58 — Output of the FCM-2Hops spectral clustering, not presenting the same
error as in the previous approaches

For comparing the 3 approaches (K-means, FCM, and FCM-2Hops), we run
1000 simulations, generating different structures in each run. These structures are the
same for every algorithm and they follow the Watts-Strogatz model for small-world
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networks.

Also, we test the performance for 3 different sizes of networks, with 50, 100, and
500 nodes. After performing the clustering in each network, we count how many of the
simulations presented errors for each algorithm. We summarize these results in Table
8.

Table 8 — Number of simulations presenting errors of any type in the clustering output
for each algorithm

Number of Nodes
50 100 500
K-Means | 5 19 138
Algorithm FCM | 1 21 388
FCM-2Hops | 0 0 17

From the results, we observe that the number of errors by the FCM approach
increases with the network size. However the soft clustering nature of this algorithm is
what allow us to perform the proposed correction step.

We notice that the number of erroneous clustering outputs drops drastically for
the FCM-2Hops algorithm. For the smaller networks (50 and 100 nodes) it is able to
eliminate the errors in all cases. For the 500 nodes networks, the errors are avoided
in 98.3% of the simulations, while the K-means approach only gets it right in 86.2% of
the cases.

The second part of this experiment has the goal of evaluating whether the pro-
posed policies are able to make the spreading process faster. Once again, we consider
networks with 50, 100, and 500 nodes and generate 1000 different structures for each
size. We evaluate the two policies based on the community identification and a third
one, used as a benchmark.

Considering K clusters, the three examined policies for choosing the spreaders
are the following:

* FG - This is the benchmark, consists on simply selecting the K nodes with
highest centrality values in the Full Graph;

* CL - The centrality values are computed for the whole graph but we select
the node with the highest centrality in each Cluster;

* SG - The centrality values are calculated separately in each Sub-Graph,
which is built by isolating the clusters. We select the more central node from
each Sub-Graph.

For a more formal definition of the policies, see Section 5.3.
At the beginning of the simulations, only the spreaders have the information. For
each policy application, we register how many samples are needed so the information
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reaches every node in the network. At first, we keep the number of cluster fixed (K = 4)
and change the network size. The results of this trial is given in Table 9.

Table 9 — Number of samples until the information reaches all nodes (averaged over
1000 simulations), considering 4 clusters and varying the network size. Com-
parison between the different policies for choosing the spreaders.

Nodes | FG | CL | SG
50 | 537 | 454 | 415
100 | 1417 | 1265 | 1203
500 | 10860 | 10110 | 10253

For a second trial, we fix the number of nodes at 500 and test for different
numbers of clusters. It is important to highlight that the number of spreaders is always
equal to the number of clusters. Table 10 brings the data for comparing the 3 policies
in this case.

Table 10 — Number of samples until the information reaches all nodes (averaged over
1000 simulations), fixing the network size as 500 nodes and varying the
number of clusters/spreaders. Comparison between the different policies for
choosing the spreaders.

Clusters | FG | CL | SG

4 10860 | 10110 | 10253
5 10692 | 9938 | 9862

6 10516 | 9691 | 9533

10 9981 | 9002 | 8663
40 8225 | 7191 | 6336

From the results of both trials, it is noticeable that the SG policy showed the
best performance on average. The CL approach have also performed better than the
benchmark and it was even faster than the SG approach for the scenario with 500
nodes divided into 4 clusters.

These simulations provide a preliminary evidence that our hypothesis of policy
for selecting the spreader is efficient. Generically, we could say that the idea, for both
CL and SG policies, is to identify the communities in a social network and pick the most
central node from each community.

However, we see some limitations on the comparison conducted, which should
be addressed in future works. For instance, we only evaluate for the Watts-Strogatz
class of networks, which is a good and widely used representation but presents nodes
with statistically similar characteristics. Analyzing other kinds of structures would strengthen
our hypothesis.

Also, maybe the FG policy is not the best benchmark to be considered. The most
central nodes of a network can be very close to each other. If this is the case, selecting
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them as the spreaders would imply in a slower spreading compared to a case when
the information is being sent from different regions of the network. In any case, it is
important to emphasize that this benchmark was chosen due to our previous knowledge
that: if we have only one spreader, selecting the most central node would be the fastest
way to reach all nodes in the network.
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6 CONCLUSIONS

The main goal of this research was to propose a model that encompass the
agents’ non-deterministic behavior and the complex structure of the network connect-
ing them. The core motivations for this proposal are the problems of predicting how
information spreads in online social networks and the evolution of an infectious disease
epidemic in a susceptible population. Improving the predictions for both cases is vital for
evaluating actions that improve or counteract the spreading. For instance, it is crucial to
improve the reach of prevention information during an infectious disease outbreak. By
the other hand, it is desirable to counteract the spreading of “fake news” and infectious
disease. These two problems can be congregated in a more generalized one, which we
call spreading processes prediction.

The PhD Thesis is only a contour of all the research, study and labor put into a
PhD course. We have presented some of the works elaborated during the past years,
which have as it main concern the interactions between agents of a connected social
system. From the wide set of simulations portrayed in this document, we can say that
our models improve and widen the capacity of analysis when compared to those coming
from the literature. Also, the knowledge provided by these enhanced analyses is a great
tool for synthesizing network structures to control spreading processes on techno-social
systems.

We have provided a model for social interactions between agents and extended
it for two main case studies: information being exchanged by online social interactions;
and diseases infecting people through real-world social interactions. We have built a
model for the infection evolution, which is flexible to encompass different diseases and
levels of detailing. This model admits probabilistic transitions between the infection
stages that can advantage on (and be constantly updated by) real-world statistical data.

The model proposed for information exchange deals with finite sets of informa-
tion, which is a novelty in relation to the models in the literature on opinion dynamics.
The spreading in our model is dictated by the probabilities of interaction’s matrix that is
directly related to the network structure. However, we have identified other characteris-
tics that impacts the information diffusion in a social network. Namely, we have modeled
and incorporated the information reliability and the agents’ self-esteem as factors that
dynamically changes those matrix of interaction probabilities.

Since the Online Social Networks are really large and complex, any attempt to
visually extract features of it would be unfruitful. Hence, we had to place our trust in
statistical metrics used to describe these kind of structures. We have concluded that the
eigenvector centrality is intimately related to the spreading speed and the probability of
a given information prevailing over the others in our model.

For both case studies, we have provided hypothetical network structures for
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a variety of scenarios. Complex network models, such as the Watts-Strogatz model
for Small-World networks, are better approaches to depict the topology behind our
social interactions than regular or fully random networks. Therefore, all of our proposed
structures rely to some extent on these models.

The most recent contribution was the clustering algorithm to be applied for iden-
tifying communities in social networks. Our proposed algorithm is able to avoid errors
in the clustering that we have identified while using algorithms from the literature. We
also have showed that knowing the communities splitting of a social network, and some
centrality metrics about the agents, can be used to control the spreading of information
in OSNs.

To summarize, we recall the specific objectives of this thesis and connect it to
the sections of the document where they were developed:

» Develop a model for the social interactions between interconnected agents -
The model proposed is presented in Section 2.4;

» Modify an information exchange model for handling finite sets of information -
This was achieved by the model shown in Section 4.1;

* Propose network structures that represent the scenarios of interest, founded
on models of complex networks from the literature - We have based many
of our network structures on the Watts-Strogatz model for complex networks,
presented in Section 2.2. And we have provided meaningful modelings for
each simulation scenario, as it can be seen in Sections 3.3.2, 3.4.2, 4.1.4,
4.1.2, and 5.3.1;

* Identify relevant features that impact the information spreading beside the
network structure - We have identified many features, but modeled and ex-
plored further the humans’ self-esteem (Section 4.1.1) and the information’s
reliability (Section 4.1.3);

» Build models that allow dynamic matrices of interaction probability to incor-
porate the identified features - The models shown in Sections 4.1.1 and 4.1.3
have their matrices of interaction probability changing dynamically over time;

» Construct a model for the spreading of communicable diseases based on
social interactions - The proposed model is described in Section 3.2, with
close connection to the social interaction model from Section 2.4;

 Create a stochastic model for the evolution of diseases in each individual that
can use real-world data to adjust its parameters - We propose a model for
the transition between states of a disease on each individual in Section 3.2.1.
In this model the probabilities of transitioning on each day can be drawn from
historical data;
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» Simulate all the proposed models in meaningful scenarios to assess their
capability of improving the analyses possibilities - Simulation results and
analyses are provided for all the proposed models, see Sections 3.3.3, 3.4.3,
4.1.2,4.1.4,and 4.2.2;

 Study characteristics from the network structure that may influence the spread-
ing processes - We have found that the eigenvector centrality score of a node
is intimately related with the probability of its information becoming prevalent
in the network, as shown in Section 4.2;

» Adapt a clustering algorithm to identify communities in social networks - We
have built an algorithm for that purpose in Section 5.2;

» Advantage on the knowledge acqruired from these characteristics to propose
policies for controlling the spreading - In Section 5.3, we show how the infor-
mation gathered from our community identification algorithm, together with
the centrality scores, can be used to improve our counteract a spreading in
the network.

Furthermore, we believe that interdisciplinary collaborations can provide fun-
damental insights and knowledge for modeling the agent’s behaviors. Also, such a
contemporaneous and thriving research topic raises several ethical and even legal con-
cerns. In order to address both information and diseases spreading, the cooperation
with researchers from fields such as Marketing (business administration), Sociology,
Psychology, Law, and Epidemiology (public health) should be very fruitful.

6.1 CONTRIBUTIONS

The seminal contribution of this thesis is a model for simulating social interactions
between agents in a network. This model is introduced in Chapter 2 and it is used in all
of the papers written during the PhD course. Departing from this common point, we can
divide the upcoming contributions by the two case studies analyzed in this research: the
spread of diseases in susceptible populations and the information spreading in online
social networks.

On the first case study, we presented our contributions in Chapter 3, correspond-
ing to a model for spreading of communicable diseases that considers the network
governing real world social interaction between persons. Also, we built a stochastic
model for the disease’s evolution in each individual, based on time-dependent proba-
bilities of passing from one stage of the disease to another. These contributions are
published in the paper by Salem and Moreno (2022).

Following the case study on online social networks, we developed an informa-
tion exchange model based on the asynchronous gossip algorithm, which is able to
deal with a finite set of elements, i.e., not generating new pieces of information in the



Chapter 6. Conclusions 115

network through some averaging method. We presented that contribution and others
in Chapter 4, and it first appeared in the paper by Salem, Tchilian, and Moreno (2019).
Another contribution, introduced in the mentioned publication, is extending the models
to accept dynamic matrices of interaction probabilities to capture other aspects of the
information spreading process through social networks. At that point, the modeling
presented considered the effect of human self-esteem on the spreading of information,
while interacting with robotic nodes in OSNs groups.

Later, we continued to explore other phenomena that may impact the process of
information spreading in social networks. Hence, we presented the modeling for the in-
fluence of information’s reliability in the exchange through the network. This contribution
was introduced in the paper by Salem, Moreno, and Lamnabhi-Lagarrigue (2020). Due
to the non-deterministic nature of our models, we have explored some characteristics of
the network structure to understand their behavior and get some predictions based on
probabilities. In the paper by Salem et al. (2020), a contribution to the analysis of these
models is presented, relating centrality metrics from the network to the prevalence
probability of a given piece of information.

We presented the last contributions in Chapter 5, which refers to algorithm de-
velopment for identifying communities and policies proposal to control the information
spreading that relies on the knowledge about these communities acquired by applying
the algorithm. Those policies also take advantage on the previous conclusions about
the centrality metrics. We intend to submit these last contributions to a journal soon.

6.2 LIMITATIONS

We consider that a time-varying topology should be considered when simulating
some specific scenarios. Besides that, human beings have unique and extremely com-
plex behaviors. We accept the impossibility of modeling these behaviors fully, but we
posit that a probabilistic approach can provide meaningful data for this matter.

Also, the models of opinion dynamics/information diffusion are hard to validate
with real world data. We need to rely on assumptions made by works from other fields
of knowledge, and most of the times is difficult for us to understand these researches
or get confident that we are in the right path. This could be solved by creating an
interdisciplinary research group to study these problems.

We did the research on Covid-19 due to its urgency and importance to the
whole society. However, by the time that we modeled the disease, very little data and
information about the disease were available. This is evident by the fact that we do not
consider the possibility of a person getting reinfected by the virus. Maybe in some years,
it will be possible to update the model and validate it using past data.

We have bounded our network structure models to the Watts-Strogatz model.
However, there are other models in the literature (such as Power Law) that have the
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Small-World characteristic and could be used to represent the scenarios studied in this
thesis. Also, a more general issue is the frustration about not being able to objectively
validate our models or to verify the efficiency of our proposed control policies in real-
world applications.

6.3 FUTURE WORKS

In a wide overview of the results presented in this thesis, it is noticeable that the
multiple specific objectives designed have made it more challenging to focus on each
subject. Hence, a proposal for the following outcomes of this research could be deeper
studies on the individual topics to establish mathematical properties and to apply further
statistical tools for analyzing the simulation results.

Although the proposed model for epidemics was designed to allow using statis-
tical data to adjust its probability distributions, it lacks an illustrative example of how
this process should be done. Therefore, a possible unfolding of this research would be
gathering more recent and consolidated data from the evolution of Covid-19 infections
in the patients and demonstrating the entire pipeline, starting from this data until the
probabilities in the format accepted by our model.

Another possible improvement for the epidemiology model is to use “online” data
to update the predictions. This means that whenever a good measurement of the real-
world status of the spreading is available it could be used to steer the model’s prediction
to the right direction. This correction would be useful to avoid an unbounded growth in
the variance of the model’s output as the prediction horizon reaches a long time span.

Furthermore, we envision other phenomena that influence spreading processes
on Online Social Networks and could be embodied in the model. The nudge concept,
popularized by Thaler and Sunstein (2009) in their book, is relevant for the informa-
tion spreading problem. This theory states that human decision-making processes
are highly context-dependent, and minor changes in the decision environment (called
nudges) can guide individuals to a predefined choice option.

Contemporary lifestyle encompass people making increasingly more decisions
on digital environments, ranging from all sorts of purchases to encountering the right
life partner. This leads to a increase in relevance of the nudging concept in the digi-
tal sphere. The internet has more information than most people can handle, leading
to individuals making choices in an automated way, what can make nudging easier
(MIRSCH; LEHRER; JUNG, 2017). Moreover, it raises ethical questions over the use
of individuals’ personal data to manipulate their decision making processes.

Also, personalization algorithms can be used to direct a more effective nudge
to a specific profile of individuals. The effectiveness of digital nudging for influencing
users to share contents online is subject for the research from Ni Huang et al. (2018).
They presented guidelines for designing nudges that make users more willing to share
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a content to their friends on social networks.

Another interesting point for studies is the personality traits that could influence
in the acceptance/spreading of a given information. In the Psychology field, there is
a widely used model known as Big Five or OCEAN (Openness, Conscientiousness,
Extraversion, Agreeableness, and Neuroticism) that is used to describe a person’s
personality as a five-dimensional variable. It could be used as a new way for setting the
dynamic interactions’ probability matrix present in our model.

Collecting real-world data from online social networks is also a good idea for
future works, since some ideas for validating the models could arise from analyzing
these data. The main challenge will be to get the data from private companies that have
no interest at all in someone cracking open the shell over their algorithms.

An idea for one more interdisciplinary work is to provide data from simulations to
support proposals on how to legally regulate the use of social media. Currently, there
is no legal way to measure the liability of a person that spreads some malicious or
false information. We believe that this liability should be judged proportionally to the
person’s reach in the medium used for disseminating the message. Measuring a node’s
capability of spreading in the network is intimately related to the work done in this thesis.

6.4 PUBLICATIONS

Following, we present the list of papers published during the PhD course. They
are 3 conference papers, 1 online article for dissemination of science, and 1 journal
article:

* SALEM, Feres Azevedo; TCHILIAN, Renan da Silva; MORENO, Ubirajara
Franco. Evolution of Discrete Opinions on Human-Swarm Interaction in Influ-
ence Networks. In: ANAIS DO 14¢ SIMPOSIO BRASILEIRO DE AUTOMAGAO
INTELIGENTE, 2019, Ouro Preto. ANAIS Eletronicos... Ouro Preto: Galoa,
2019

* SALEM, Feres Azevedo et al. Opinion Dynamics over a Finite Set in Cooper-
ative Multi-robot Systems: An Asynchronous Gossip-Based Consensus Ap-
proach. In: ANAIS DO XXIIl CONGRESSO BRASILEIRO DE AUTOMATICA,
2020, Porto Alegre. ANAIS Eletrénicos... Porto Alegre: Galoa, 2020. In Press

* SALEM, Feres Azevedo; MORENO, Ubirajara Franco; LAMNABHI-LAGARRI-
GUE, Francoise. A control approach to address ethical issues on social
(robotic) networks. In: VIRTUAL IFAC WORLD CONGRESS, 1., 2020, Berlin.
IFAC-PAPERSONLINE. Berlin: International Federation of Automatic Control
(IFAC), 2020. In Press

* SALEM, Feres Azevedo; MORENO, Ubirajara Franco. Simulacao estocastica:
Simulac¢des para analise do impacto da retomada de atividades presenciais
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de ensino na UFSC. Floriandpolis, 2020. Available at: <https://covidi9sc.
github . io/simulacoes _probabilisticas . html>. Accessed on: 26 Jun.

2020

+ SALEM, Feres Azevedo; MORENO, Ubirajara Franco. A Multi-Agent-Based
Simulation Model for the Spreading of Diseases Through Social Interactions
During Pandemics. Journal of Control, Automation and Electrical Sys-
tems, Springer, p. 1-16, 2022


https://covid19sc.github.io/simulacoes_probabilisticas.html
https://covid19sc.github.io/simulacoes_probabilisticas.html
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